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How a Global
Airline Took Control
of SaaS Security

Duo, Workday, Github, JIRA

Configuration & Access
Drift Detection

Access Policy Enforcement

Centralized Compliance Reporting

This U.S.-based airline ranks

among the world's aviation giants,

. flying millions of passengers
28 apps secured during two-year engagement across the globe and shaping the
future of air travel. As a pioneer in
aviation innovation, the company

. . t f the | t global
37 production and non-production orgs OPSIAtes One Of e 1argest 91oba

. . networks. Powered by more than
continuously monitored

100,000 employees and
generating billions in annual
revenue, the company connects
14,600+ security issues identified and key domestic and international

remediated and domestic routes and
continues to set the standard for

safety, reliable air travel.

AppOmni has been instrumental in our SaaS security
success. The team consistently collaborates, adapts,
and aligns with our goals. Based on our experience,
we believe this will grow into a long-lasting and
impactful partnership.”

Security Leader at Premier Global Airline
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The Challenge

Managing SaaS security at scale is complex, especially for a global
airline powered by dozens of cloud applications. One of the biggest
hurdles? Tracking configuration drift across platforms and spotting
changes in user permissions or data access in real time. These
gaps made it difficult for the security team to maintain a consistent
security posture and stay compliant.

To tackle this, the airline adopted a least-privilege access model,
integrated AppOmni into its Security Operations Center (SOC)
workflows, and began comparing pre-production and production
environments to catch misalignments early. Centralized reporting
and continuous monitoring strengthened both detection and
response efforts across the SaaS environment.

But getting everyone on board wasn't simple. Application owners
were often hesitant or focused on other priorities. To break the
impasse, executive sponsors stepped in, emphasizing that SaaS
security was a company-wide priority, not just an IT task. Their
support gave the security team the backing needed to move
forward, even without full buy-in from every app owner.

As part of its long-term strategy, the airline also embedded security
best practices into the Salesforce software development lifecycle.
By integrating these standards from the start, the organization
builds security into every phase of development.

“With the scale and complexity of our SaaS footprint, consistent
security is a real challenge,” the global airline security leader said.
"AppOmni gives us the visibility we need, and with strong executive
backing, security is now a core part of how we operate.”
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With the scale and complexity of our
SaaS footprint, consistent security is
a real challenge. AppOmni gives us
the visibility we need, and with
strong executive backing, security is
now a core part of how we operate.”

Security Leader at Premier
Global Airline
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Requirements

With a fast-moving and complex SaaS landscape, the airline needed a centralized, streamlined way to manage security across every
environment—from production to UAT. Its priorities were clear: detect configuration drift early, track permission and data access changes, and
identify gaps between pre-production and production before they could lead to risky deployments.

The airline also sought to enforce least-privilege access through continuous policy monitoring and ensure that all alerts flowed seamlessly into
existing SOC workflows. Just as critical was the ability to deliver clear, centralized reporting that kept technical teams and executive

stakeholders aligned on security and compliance.

For this global airline, must-have capabilities included:

e Gaining centralized visibility and control across all e Integrating alerts seamlessly into existing
SaaS environments SOC workflows

e Detecting configuration drift, permission changes, e Comparing pre-production and production
and data exposure early configurations side by side

e Enforcing least-privilege access with continuous e Streamlining security and compliance
policy monitoring reporting for stakeholders

e Monitoring all environments, including production, e Embedding security directly into the SaaS
development, staging, and UAT development lifecycle
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The Results

Focused on onboarding and remediating risk at scale, the airline
made speed a top priority. By its second year, the airline was
continuously monitoring activity across 28 production orgs and 37
total orgs, giving the security program broad, real-time visibility.

The impact was immediate. With AppOmni, the team identified and
remediated more than 14,600 security-related issues, significantly
strengthening the airline’s SaaS security posture. AppOmni's
intuitive platform helped the team move quickly from setup to
action, integrating seamlessly into existing workflows and
accelerating both detection and response.

"AppOmni supports all the critical apps we rely on, and onboarding
each one was seamless,” the global airline security leader said.
“The platform is intuitive. It makes remediation and data analysis
efficient.”

Next Steps AppOmni has been instrumental in

our SaaS security success. The team
additional supported applications, and is actively re-evaluating its consistently coIIaborates, adapts,
broader Saa$ stack based on AppOmni's out-of-the-box and aligns with our goals. Based on
capabilities. our experience, we believe this will
grow into a long-lasting and

Looking ahead, the company plans to expand its SSPM coverage to

Reflecting on the journey so far, the security team underscored the : e
strength of the partnership with AppOmni, not just the technology, Im pactful Pa rtnershlp.
but the collaboration and alignment throughout the process.

"AppOmni has been instrumental in our SaaS security success,” the Security Leader at Premier
airline security leader added. “"The team consistently collaborates, Global Airline

adapts, and aligns with our goals. Based on our experience, we
believe this will grow into a long-lasting and impactful partnership.”

About AppOmni

AppOmni prevents SaaS data breaches by delivering end-to-end SaaS security. Our platform gives security teams clear visibility into posture, access, third-party
connections, Al-related activity, and with built-in discovery to identify unsanctioned SaaS and shadow Al tools. Backed by continuous monitoring and real-time
threat detection, AppOmni helps enterprises identify and resolve risks early, keeping their SaaS applications secure. Request a personalized demo at
appomni.com/demo or get in touch with one of our security experts at info@appomni.com.
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